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Pa3padoTka aBTOMaTU3UPOBAHHOM CHCTEMbI AHAJIN3A 3aAINIIEHHOCTH
HH(OPMAIHOHHBIX PeCypPCOB By3a

C.B.Oxknaonuxosa, /I ®@.Daiizynaes, O.U.Eeoowenxo, b.b.Mopo3zos, T.A.2Kupnosa

Acmpaxanckuii 20cy0apcmeeHHblil YHUSepCumem

AHHOTanus: AHaMW3 CTEMEHU 3alIMIIEHHOCTH BYy3a SBISETCA TPYIOEMKHM M CIOXHBIM
IPOILIECCOM, T.K. HEOOXOIMMO aHAJIU3UPOBATh OONBIION 00bEM JaHHBIX (B T.4. IEPCOHANBHBIX).
[Ipr >TOM BO3HHKAET CIIOKHOCTH B MX 00pabOTKe, T.K. HEOOXOAWMBI 3HAYUTEIBHBIC 3aTPAThI
BPEMEHHU M YeJIOBEUECKUX PECypcoB. ABTOpaMM CTaTbU pa3paboOTaH alrOpUTM pacyeTa OLIEHKU
YPOBHS 3aIUIICHHOCTH WH(POPMAITMOHHBIX PECYpCOB HA OCHOBE KOA((pHIIMEHTa MOIIIHOCTH MEp
3alUThI, MO3BOJIAIONINI OINpPENeNUTh HACKOJIBKO aJeKBaTHO M 3(P(PEKTUBHO NPUMEHSIOTCS
peamm3yeMble  MEXaHM3MBl  3alIUThl  MH(QOPMALMOHHOW  cHucTeMbl.  Pa3paboraHHas
UH(POPMALIMOHHO-JIOTMYECKasT MOJAETb HMH()OPMAIMOHHOW CHCTEMbl OINHCaHa C MOMOIIBIO
uHcTtpymeHToB UML. Onucana apXuTekTypa, OCHOBHBIE Kjacchl cucTeMbl. [IpennoxeHHoe
aBTOpaMHU pEIIEHUE [0 AaBTOMATU3ALMM IIpolLecca IPOBENCHUSA aHalIM3a 3allUIEHHOCTU
peaymm3oBano B Buae Web cepuca. Ha mnpumepe ananmmza oObekta «1C  Oyxramarepus»
paccMOTPEHO MpecTaBleHue pa3padoTaHHON HH(POPMALIMOHHONW CUCTEMBI.

KawueBble cjoBa: nH(pOpMAIMOHHAs CUCTeMa, HWH(OpMAIMOHHAas Oe30MacHOCTh, aHAIN3
3alIUIEHHOCTH, THPOPMALIMOHHO-JIOTMYEeCcKasi MOAeb, Web-IpuioxxeHue.

BBenenue

OnHoii M3 3ama4, pemaeMblXx By3aMH B paMkax (OpMHUpPOBAHUS CBOECH
UH(QOPMALIMOHHON  TMOJUTHKH,  sIBIsieTcss  olecredyeHue  0O€30MacHOCTU
UHPOPMAIIMOHHBIX PECypcoB. AKTHBHOE BHEIpPEHHE B 00pa30BaTEIbHYIO
NeSITeIbHOCTh DJIEKTPOHHBIX TEXHOJIOTHH, a TaKKe aBTOMATH3alMs IPOIECCOB,
CBS3aHHBIX ~ C  OpraHuM3alMeld  Hay4YHO-UCCIIEOBATENbCKOM,  MPOEKTHO-
KOHCTPYKTOPCKOM ¥ Y4eOHOH JESITeNbHOCTH, MPUBOAUT K  YBEIMUYEHUIO
COOTBETCTBYIOLIUX YIPO3 U CHMKCHHUIO WH(GOPMAIIMOHHOM 3alUIIEHHOCTH BY3a, a,
CJIEZIOBATEIbHO, HEOOXOAMMOCTH YTpaBiIeHUs] MH()OPMALMOHHONW 0E30MacCHOCTHIO
[1].

B By3e xpanuTcs cmyxeOHas, KoMMepueckas, KOH(pUICHIIHAIbHAs
uHpopMaIysl, IEpCOHAJIbHbIE JAHHbIE CTYACHTOB M COTPYOJHUKOB U T.IIL
Cnemuduka  obecrneueHuss  0e30MacHOCTU  WH(POPMALIMOHHBIX  PECYpPCOB
oOycJoBlieHAa TE€M, YTO BY3 — O3TO OTKPBITOE «IPEANpPUATHE)» C OOJBIION U
HETIOCTOSIHHOW ayAMTOpPUEH CTYIEHTOB, a TaKKe COTPYIHHKOB, KOTOPHIE MOTYT

NOJIy4aTh JOCTYyH K MH(OPMALMOHHBIM pEcypcaM C pa3iudyHbiM ypoBHeM. Ilpu
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3TOM MH(GOPMALIMOHHBIE PECYPChl MOTYT OBbITh CIIy4ailHO WM YMBILIJIEHHO
MOJIBEPTHYThl HETAaTUBHBIM BO3JICUCTBUSM, YTO B CBOK OUY€pElb IPUBEAET K
HapyUIEHUI0O HUHQOPMAIMOHHONW OE€30MacHOCTM By3a W HaHEceT yliepd BceM
ydacTHUKaM o0pa30BaTeIbHOro mporecca [2].

VYnpasnenue nHGOpMaMOHHON 0€30MaCHOCTHIO B By3€ B T.4. IPEAIOIAraet
pa3paboOTKy MEpPOIpPUSATUN, HANpPaBIECHHBIX Ha MPEAOTBpPALICHUE HETaTUBHBIX
BO3JICHCTBUA pa3nmuyHoro Bujga. OO0beM U BUIOB JTaHHBIX MEPONPHUSTHN
onpeaensitorca ®CTIK Poccun, @Ch Poccun, Pockomuanzopom u ap.

[Ipu co3nanuu 3(HEKTUBHBIX MEXaHU3MOB YIpaBICHUS HUHPOPMALUOHHOM
0€30I1acHOCThI0 B By3€, B IIEPBYIO Ouepelb, HEOOXOIMMO IPOBECTH aHAJIN3
CTENEHU 3alIUIICHHOCTH HWH(OPMAIIMOHHBIX PECYpCOB, KOTOPBINA IMO3BOJSET
ONPENENNUTh  aJEKBaTHOCTh  PEAJIM30BAHHBIX  MEXaHU3MOB  0O€30MaCHOCTH
CYIIECTBYIOIIUM PHUCKaM, CIHOCOOHOCTh 0OpabarhiBaTh (XpaHHUTh, IEPEIABATH)
KOHQUACHIMANbHYI0  MH(GOpPMAlMIO, YpPOBEHb  3alllMIIEHHOCTH U  €ro

JIOCTAaTOYHOCTD B JIAaHHOM cpefie HYyHKIIMOHUPOBAHUS, BHISIBUTH YI3BUMOCTH U T.11.

Cy]_lIeCTBleIHI/Ie moAX0Abl K aBTOMATU3UPOBAHHOMY aHAJU3Y 3AIMMINCHHOCTHA

HH(OPMAIUOHHBIX PECYPCOB

[IpoBenenHbIit aBTOpaMH CTaThbl 0030p CYIIECTBYIOIIUX MOIXOM0B aHAIIM3a
3alMIIEHHOCTH  [3,4] T1OKa3zal, d4ro pealu3yeMble METOAUMKM  aHaIu3a
3aIUAIIEHHOCTH BKJIIOYAIOT B Ce0s pacdeT CHUCTEMBbI PA3IHYHBIX METPHUK
3aIIMIIEHHOCTH U KOMILIeKca rpaBui (Popmysn), UCIIOIb3YEMbIX JIJIS UX pacdeTa.

[IpoBenenue aHanu3a MOXKET BBIMOJIHATHCS CaMOCTOSITEILHO COTPYIHUKAMU
NPENNpPUsATUS, CIHEIUaTUCTaMU 10 WHGOPMAIMOHHON 0€30MacHOCTH, WU C
IPUBJICYCHUEM HE3aBUCUMBIX OHKCIEPTOB, T.€. B OCHOBE IIpollecca aHaiu3a
3alUIIEHHOCTH JISKHUT SKCIEPTHBIA ONMPOC M OLIEHKA MOJYYEHHBIX PE3yIbTaToB
[5].

B nponecce mpoBeneHus aHanM3a 3alIUIIEHHOCTH BBIACIAIOT CIIEAYIOIINE

TUTIOBBIE JTambl: OMNpeeiIeHue O00beKTa aHanu3a; cOop cBeAeHH 00 oOBeKTe
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aHanm3a; Kilaccuukanmus oO0beKTa aHaiM3a; OmpeielieHne TpeOOBaHUU K
OTIPEJICIICHHOMY ~ KJIacCy; ONpEeNeJIeHUE MCXOAHOW 3allUIEHHOCTH OOBEKTa
aHalM3a; BBISIBICHHE AaKTyaJlIbHBIX yIpo3 HHGOPMALMOHHON 0e301MacHOCTH;
OTIPEJICIICHUE PEATM30BAHHBIX MEXAHW3MOB 3aIUTHl WHOOpPMAaNuu; BEIPaOOTKa
PEKOMEH I, TTPEITIOKEHNE MEXaHU3MOB 3alUThI; OPMUPOBAHHUE OTUETOB.

B kauecTBe 00beKTa aHaNM3a, KaK MPABUJIO, BHICTYHAIOT MH(GOPMAIIMOHHBIC
cuctembl (MC), B T.u. oOpabarpiBaromue KOH(PpHUIECHIUANbHYIO HH(DOPMAIUIO U
NEPCOHANIbHBIE JIaHHbIC; pa3juuHble WH(pOpMalMoHHbIe akTuBbl. COOp cBeneHUi
00 00beKTe aHaln3a MOJAPa3yMEBACT COCTABICHNUE aHKET, OTIPOCOB JIsI IKCIIEPTOB,
B KAuecTBE KOTOPBIX BBICTYMAIOT CIHEUUAIUCTHI 1O HH(DOpPMAIMOHHOU
oe3omacHocT. Ha ocHOBe cOOpaHHBIX CBEACHUN MPOBOAUTCA KiaccUUKAIIS
00BeKTa, T.€. OMPENEISICTCS YPOBEHBb 3alTUIICHHOCTH, COCTABISETCS MEpeueHb
TpeOOBaHM, KOTOpPhIE HEOOXOJUMO BBIMOJIHUTH. Ha 3aBepinatomeM drare
pe3yabTaThl aHaIHW3a CTPYKTYPUPYIOTCS, W TPEIOCTABISIOTCS CIICIIMAINCTAM B
chepe wuHpoOpManmoHHONW O€30MACHOCTH B BHJE OTYETOB B HHTEPAKTUBHOM
peKUMe WIM UHOM JOKYMEHTUPOBaHHOU (opme.

OT4uTeNnbHOM  OCOOCHHOCTBIO  CYIIECTBYIOIIMX  METOJOB  aHalin3a
3aIIUIIEHHOCTH SIBJISIETCS UCIIOJIB30BAHUE PA3IMYHBIX MATEMaTUYECKUX METOJOB,
TIOJIO)KEHHBIX B OCHOBY IPOIICAYpP OIICHWBAHHS PHCKOB. B 3aBUCHMOCTH OT 3TOTO
OHM OO0JIaIal0T Pa3HBIMA BO3MOXKHOCTSIMH  aJICKBaTHOTO y4Ye€Ta peadbHBIX
(GbakTopoB, YTO B CBOIO OYe€pelb, MPENoNpelesieT TOYHOCTh M HaJEHKHOCTh
MOJTYYEHHBIX OIIEHOK pHUCKa [6-9].

[Ipomiecc ananmm3a 3aMUMIEHHOCTH HOCUT IUKIUYECKUA XapakTep, T.K.
TpeOyeT MpOBENCHHE  MNEPUOJUYECKOTO  MOHUTOPUHTA  HMH(OpMAIMOHHON
0€30MacHOCTH: PETYIIPHOTO OOHOBJICHUS 0a3 3HAHWI M 3HAYCHUI OI[CHKU PUCKOB,
MIPOBEPKH KOMIIETEHIIMU TEepCOHaNa, IUIAHUPOBAHUS MPOBEICHUS MOBTOPHBIX

OIICHOK PUCKOB, pa3pabOTKU Mep Mo 00ecreueHnt0 0€30MacHOCTH U T.II.
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PaccMmoTpeHHBI 0aX01 aHaIKu3a 3allUILEHHOCTH, PeaJIu3yeMblil Ha OCHOBE
CYLIECTBYIOIIMUX METOJUK HE MPelyCMaTPUBAECT TPYNIUPOBKY MEXAHH3MOB
3aIllUTHI, OINpEAeNIeHHE MPUMEHHUMOCTU PEATM30BAHHBIX MEp 3alUThl U pacyeT
YPOBHSI 3aIUIIEHHOCTH 00bEKTa aHaIu3a, KOTOPhIE HEOOXOIUMBI JJIsl POBECHUS
aBTOMAaTU3WPOBAHHOIO aHAJIM3a 3AIIUILIEHHOCTH.

CoBpeMeHHbIN pPBHIHOK HMHGOPMAIMOHHBIX CHUCTEM B 00JacTU aHaJu3a
3AIIUIIEHHOCTH IIMPOKO TMPEACTaBIEH CUCTEMaMH, AaBTOMATHU3UPYIOIIMMU
penieHre  CIeAyMIIMX  3ajad: aHajiu3 pPHUCKOB, OIIEHKA COOTBETCTBHUS
MH(OPMALIMOHHON 0€30MacCHOCTH OpraHu3aluu TPeOOBAHUSIM ONpEIEIECHHBIX
CTaHJApPTOB U PYKOBOASIIMX JIOKYMEHTOB, (HDOPMHpPOBAHUE KOMIUIEKCHBIX
perieHui, oobnagaronmx GyHKIHOHATIOM CKaHepa 0e30MacHOCTU C BO3MOXHOCTHIO
aHaJIM3a MOJYYEHHBIX PE3YJIBTATOB.

[IpoBeneHHbIN aHaNNU3 MOKa3zal, 4To okoio 20 % mporpaMMHBIX MPOTYKTOB
OpPUEHTUPOBAHBI JJIsI UCIIOJNIH30BaHUS B OAHKOBCKOM cdepe, OoCTajbHbIE HMEIOT
yHUBEpCAIbHOE HA3HAYCHHE W MPUMEHHMBI B PA3IMUHBIX OOJACTAX IKOHOMUKHU.
Tun nuueH3uu y OOJIBIIMHCTBA CUCTEM MPONPUETAPHBIN (BKIIOYAIOT JEMOBEPCHH).
becnatHo pacnpocTtpaHstoTcs Takue cucteMbl kak Microsoft Security Assessment
Tool 4.0, Microsoft Corporation, CIIIA u Practical Threat Analysis (PTA), PTA
Technologies, N3pawib. He Bce 3apyOexkHbIe CUCTEMBI aHalld3a 3allUIIEHHOCTH
MOTYT HCIIOIb30BAThCSI POCCUMCKUMHM KOMITAHUSIMU, T.K. HE OOeCIeuHrBaIoOT
TpeOOBaHMS 3aKOHOIATEILHOW M HOPMAaTUBHOM 0a3bl B 00JaCTH UHPOPMAITMOHHON
oe3onacHoctT P®. B oTeuecTBEHHBIX NPOrpaMMHBIX NPOAYKTaxX peaan3oBaHa
BO3MOXHOCTb  IMPOBEPKU COOTBETCTBHUS CHUCTEMBI 3al[UThl  OpraHU3alUuU
CTaHJapTaM.

B GompmmHcTBe WHPOPMAITMOHHBIX CUCTEM (DOPMUPYIOTCS PEKOMEHIAIHH
M0 TMOBBIIIEHUIO 3AIMIIEHHOCTH, KOTOPHIE B PA3JUYHBIX CUCTEMAaxX OTIMYAIOTCS
000CHOBaHHOCTBIO U KauecTBOM. OOOCHOBaHHE MOXKET ObITh SKOHOMUYECKUM HIIN

KOJTMYECTBEHHO MOATBEPKIaTh 3(PGEKTUBHOCTh KOHTpMeEp. Pesynbrarsl aHanmsa

o)
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NPEJICTAaBISAIOTCS B BHUJAE OTYETOB, B T.4. B IpaduueckoM Bujae. B HeKoTOphIX
cUCTEMax HMCHOJb3yeTcs nocrpoeHue kaprtel cetn. B MC, npenycmarpuBarommx
c6op uHpopmauu (yrpos, ya3BUMOCTEH, KOHTPMEP U T.II.) HOCPEIACTBOM OIPOCOB
COTPYIHUKOB OpPraHM3AlMM, ayIUTOPOB, C IOCIEAYIOIIUM €€ XpaHEHUEM B Oaze
3HaHUU, OTCYTCTBYET (PyHKIMOHAJ, OOECHEYMBAIOUINI CKAaHUPOBAHHE CETU MJIs
nojiydeHusi Heooxoaumon uHpopmanuu. OTCyTCTBYET BO3MOXKHOCTh IPOBEIEHUS
aHanu3a 3amumeHHoctd MC Ha 3Tamax WX NOPOEKTHUPOBAaHUSA M JajbHEHIIEn

9KCILTyaTaluu.
A.]II‘OpI/lTM OIICHKU YPOBHA 3aIMUINCHHOCTH I/IH(l)OpMaHI/IOHHl)IX peCcypcoB By3a

OpHuM #3 JTamoB, pealu3yeMbIX Ha OCHOBAaHUHU CBEACHHN 00 OOBEKTe
aHaiM3a U TPYNIUPOBKU PEAIM30BAHHBIX MEP 3aIUTHI, SIBISETCS pacdyeT OOIIero
ypoBHs 3amumieHHocTH. CormacHo [locranosnenuto IlpaBurensctBa PO ot 1
HOs1Opst 2012 . N 1119 «O6 yTBepx)aeHNN TpeOOBaHUN K 3aIUTE MEPCOHATBHBIX
JAHHBIX TpH HUX 00paboTKke B HH(POPMAIMOHHBIX CHCTEMaX MEPCOHAIbHBIX
JAHHBIX» I KiIaccupuKkanuu WHOOPMAIIMOHHBIX CHCTEM, 00padaThIBAIOIINX
NEePCOHANIbHBIE TaHHbIE, TPUMEHSIOTCA 4 YPOBHS 3aIIUIIEHHOCTH.

I[Ipu pacyere oOmIETO YPOBHS 3allMINEHHOCTH AaBTOPAMH  CTaThbU
npenjgaraercsi BBECTH KOA(GOUIIMEHT 3HAYMMOCTH Mep, OMNpPEAeICHHBIA s
KaXKJIOTO U3 YPOBHS 3alUIIICHHOCTHU:

K1 =1 nma mep, npuMeHUMBIX 1151 1-TO yPOBHS 3alIUILIEHHOCTH;

K2 =0,75 nns mep, NpUMEHUMBIX JIJIsl 2-TO YPOBHS 3aIIMIIIEHHOCTH;

K3 = 0,5 nna mep, IpUMEHUMBIX 151 3-TO YPOBHS 3alIUIIEHHOCTH;

K4 =0,25 nns Mep, NpUMEHUMBIX )11 4-TO YPOBHS 3alIUIIIEHHOCTH;

K5 =0,25 1151 KOMIEHCUPYIOIIMX MEP 3alIUTHI.

Jlist pacdera 0o0IIero ypoOBHSI 3aIIMIIEHHOCTA BBIYUCISICTCS KOADPUITMEHT
MomHoctd Mep 3ammtel (M), Hanpumep, ecnu mnocne kiaccudukanuu
MH(QOpPMAIIMOHHONW CHUCTEeMbl ompenenaeH 4-blii YpOBEeHb 3allUIIEHHOCTH, TO

K03 (PHUITMEHT MOIITHOCTH paccuuThIBaeTcs 1mo popmyie (1):

Ia)
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Kn +K,n, + K;n, + K;n,

M = (1)

m

rie Ki — ko puimenTs 3Ha4UMOCTH MEP 3alUTHI,

ni — YUCJIO MEp KaX10W U3 TPyIIL,

m — KOJIMYECTBO KOA(PPHUIIMEHTOB 3HAYMMOCTH, 3aBUCSIICE OT ONPABICHHOTO
ypoBHs 3amuiennocty (1 <m<4),

JIns KaXa0ro MOCHEAYIOLIET0 YPOBHS 3allMIIEHHOCTH HAa YPOBEHBH BHIIIE
K03 OUITMEHT AJIs1 YPOBHS 3aIIMIIEHHOCTH HAa YPOBEHb HIXKE U TEKYILEro YPOBHS
3aIUAIIEHHOCTH HE BBIYHUCIACTCS, KpoMe Kod(PPHUIIMEHTa KOMIIEHCUPYIOIINX MED,
TO €CTh JUIsl 3-TO YPOBHS 3alUIIIEHHOCTH paccMmaTpuBaroTcs: kodddunuentsr Kl,

K2 u K5, 2-ro — K1 u K5, 1-ro — K5 (puc. 1).

V3, nl, n2, n3, n4, n5, N1, N2, N3, N4;
KEl=1.K2=075 K3=05E4=025K5=025

M= (Ki*nl + K2*n2 + K3*n3+K5*n5)4 [«—na 0

l HET

OV3 = ((M*(nd __\Ef;lj 5)*100 Ta » M= (Kl*nl + K2*n2 + K5*n3)/3

- l
<o

M= (KI*al +K5*n3)2 |em O3 = (M*(n3/N3))/5)*100

l HET
¥
O3 = (M*(u2/N2))/5)*100 M=K5*n5

v

OV3 = (M*(nl/N1))/5)*100

h 4 r

F Y

v

h

Konen

Puc. 1. biok-cxema anropurma pacdera OLIEHKH YPOBHS 3aUIICHHOCTH

MH(}OPMAIIMOHHBIX PECYPCOB By3a
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Ha 3axmrounTenbHOM STane BBIYUCICHUS OOIIEro YpOBHS 3allUIIEHHOCTU
MOJIy4eHHBIN KOA(hPHUITMEHT MOIITHOCTH M yMHOXKaeTcsl Ha IPOIICHT IPUMEHSIEMBIX
Mep 3alUTHI JIJIs ONPEICTICHHOTO «YPOBHS 3alIuieHHoCTH. [lomydeHHas omneHka
obmiero ypoBHsi 3amuileHHOCTH (OY3) HOCHUT KOJIMYECTBEHHBIA XapakTep,
MIOATOMY HEOOXOJMMO BBECTH CHCTEMY PAH)XHPOBAHHUS PACCUYNTAHHOU BEITMYHMHBI,
JUJIsl IEPEBO/Ia B KAYECTBEHHYIO OICHKY:

ecian OY3 = 55%, OY3 cunraercs HU3KHM;

ecin 55%< OY3 = 85%, OY3 cunraercs CpeIHuM;

ecan OY3 > 85%, OV3 cuuraercss BHICOKUM.

PaccMoTpeHHBIM anropuT™M OIGHKH OOIIEro YPOBHS 3alUIICHHOCTH
OTIpeIeIIIeT HACKOJIBKO aIeKBaTHO U 2((HEKTUBHO MPUMEHSIOTCS BCE peain3yeMble
MEXaHHM3MBbI 3aIUTHl HHPOPMAITMOHHOW CHCTEMBI, YIUTHIBAsI PA3TUIHBIC TPYTIIIHI

Mep obecrnieueHus1 MHPOPMAIIMOHHOW 0€30MMacHOCTH.

I/IH(l)OpMaIII/IOHHO-.HOFI’I‘IeCKaH MOa€JIb l/IH(l)OpMalII/IOHHOﬁ CHUCTEMbI aHAJIN3Aa

3alIMIIEHHOCTH

[Ipennaraemoe aBTOpaMM CTaThbU PEIICHUE 10 aBTOMATH3aLMUM IpoOIECCa
NpOBEACHUS aHalii3a 3allUIIEHHOCTH peann3oBaHo B Bujae Web cepsuca. Ha

pucyHke 2 ¢ momoiipio nuHcTpyMeHToB UML onmcansl komnodenTsl MC [10].

Web-cepeep
{server = WildFLy}

ClasslS_war_exploded.war
mysgl-connector-java-5.1.35-bin jar

____________ =) BO MySQL

JPA
ClassiS_war_exploded.war#classinfSys

EJB koHTerHep

UsersEJB
Ogese [ |[________| | c::_cglI’1_i::§t_8U_SQJ’I.__EE________>

Web-Gpayzep

Local
browser.exe

Application-cepeep hitp:/fintemet
ClassIS:war exploded [Synchronized] || [T~~~ ~"~"~"~"~"~"~"~"~"=-=-=777 1

Serviet
cibdh Web-Gpayzep

Remote
browser.exe

Faces Servlet (* xhtml)

Puc. 2. Jlnarpamma pa3BepTbIBaHUS
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Pa3paborannas MC pa3BepHyTa Ha BHUPTYaJbHOM CEpBEpPE MPHIOKEHHUM
«WildFly» Bepcun 10.1.0. JocromnctBom WildFly siBnsercss Hamudue moaaepkku
OJJMHOYHOTO  OTKa30yCTOMYMBOIO pa3BEPThIBaHUSA NpuiokeHus («singleton
deploymenty), mpu KOTOpOM B CIy4yae MCIOIB30BaHUS TPYMITBI KIACTEPU30BaHHBIX
CepBEpPOB pa3BEPTHIBAHUE OYIET MPOU3BEICHO TOJIBKO Ha OJHOM Yy3Jj€, HO B Cllydae
BBIXOJIa 3TOrO y3Jia U3 CTPOs, MPUIOKEHHE OyleT aBTOMaTHYeCKH MEPEHECEHO Ha
apyroit y3en. PeanmuzoBaHHbIE (YHKIIMM HAaCTPOWKH BHEIIHUX MOJKIIOYEHUN
HO3BOJISIIOT ~ OCYIIECTBUTh HACTPOMKY cepBepa, TakuUM o0OOpa3oM, 4YTOOBI
MOJIb30BATENN JIOKAJBHOM CETHM MODIIM MOJKIIOYaThCs K HEMYy C JIH0OOro
aBTOMAaTHU3MPOBAHHOTO PabOYEro MecTa, B TOM 4YMCJIE C MOOMJIBHBIX YCTPOMHCTB,
HOJKITFOUEHHBIX K CETH.

baza gannsix peanuzoBana Ha MySQL. g OpicTporo coennneHus ¢ 6a3ou
JaHHBIX M €€ MoAM(UKAIMK HCIoNb3oBaHa TexHonorus «JPA», koropas
MPEAOCTaBIsIET BO3MOXHOCTh COXpaHATh B yl0OHOM Bujae Java-o0bekThl B BJI.

NudopManmonHas cucteMa COCTOUT U3 7 KiaccoB (puc. 3).

1S
Organization +id: Long ClasslS
+id: Long > have P +name: String +id: Long
+name: String 1 1.* | *uz: String * | +listIS: list
+adress: String setUz(uz: String) +uz: String
+info: String getUz() classIS ()
addiS() setName(uz: String)
removelS() getName() 1.+
getlS()
1
Analizator Data
1| -org: Organization > +id: Long
-classlS: ClassIS 1 +descRecom: String
1.+ |-recom: DBManager read()
getRecom() save()
1 update()
1 delete()
Userlnterface
+userName: String DBManager
+recom: String +data: Data

+listAnaliz: list

showRecom()
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Kinace «Organization» oOpabaTbiBaeT gaHHble 00 OpraHU3aluu, B KOTOPOM
NpPOBOJAUTCS  aHainu3 3amuileHHocTH pasznuudbix  (MC), B TOM uumcie
oOpabarbIBalOIIMX MEpcOHaNbHbIE JaHHble. Pabora ¢ cymmuocthio MC
OCYILECTBISECTCS ¢ IMOMOIIBIO Knacca «ISy», comepxamuit cBenenus o Heu. [amee
nanaple 00 MC momywaer kmace «ClassIS», xoropslii kinaccuduiupyer ee u
OTIpaBIsieT CBeldeHuss B Kiacc «Analizator». IlocnenHuii yka3aHHBIA Kiacc
NPOU3BOANUT aHaIM3 COOpPaHHBIX JaHHBIX, NepeJacT HHPOPMAIHIO KJaccy
«UserInteface» nis oToOpakeHHsI pPe3yJabTaTOB BBIMOJIHEHUS CBOEH pPaOOTHI.
«DBManager» u «Datay m03BOJSIOT B3aUMOJICHCTBOBATh € 0a30d JaHHBIX,
IPOU3BO/S MOUCK, COXpaHEHHWE U MOAU(PUKAIMIO TMOIYYEHHBIX B XOJ€ aHajau3a
ceenenuid. B UC nipeycMOTpEHBI TPU TPYIIIBI MOJI30BATEIICH:

— AJMHUHUCTPATOp CHCTEMBI MMEET BCE MpaBa M JOCTYH KO BCEM CTPAHMIIAM H
pecypcam CUCTEMBbI, 00eCIeYMBAET yIIPaBIEHUE U MOHUTOPHUHT 0a3bl JaHHbIX;

— T0JIb30BATENb 3AMOJIHAET ONPOCHBIE JUCThI, 3HAKOMUTCS C OTYETAMU;

— JKcrmepT (CHenHauCT Mo MH(POPMAIMOHHOW 0e30MacHOCTH) CO37aeT (HOPMBI
JUTSl IPOBEACHUS OMpoca, 00eCIeYuBaET BBITIOJHEHNE PEKOMEHAIUH U T.1I.

Jlns B3auMmopeiicTBust nonb3oBarens ¢ MC anann3a 3aliMIeHHOCTH By3a
Obu1 co3man Web-uHTepdeiic, ocHOBaHHBIH Ha (QpeiiMBopke «JSF», a Taxke
«PrimeFaces». JlanHble, MOTyYE€HHbIE CUCTEMOM OT MOJb30BATEIN aHATU3UPYIOTCS
KJIacCaMH, pPEaJM3YIOIMIMMH OCHOBHYIO JIOTUKY CHUCTEMBI, Onarofaps MOAXOLY
«EJB» (cmeuudukanus TEXHOJOTUM HAMUCAHUS U TOAJEPKKUH CEpPBEPHBIX

KOMITOHEHTOB, COAEpKalIUX OU3HEC-JIOTHKY ).
Onucanue pazpadboraHHoii MHPOPMALMOHHOM CUCTEMBI

NudopmaiimonHas cuctemMa TMpeacTaBiIseT coOoi Habop pa3iuuHBIX
B3aMMOCBSI3aHHBIX MOJYJICH, KOTOpbIE TIOCJIE BBITIOJIHCHUS CBOEH pPabOTHI
nepenarT 0opaboTaHHbIC JaHHBIC PYT APYTY.

Monyne ¢GopMHupOBaHUS W Ha3HAYEHUS OMNPOCHBIX JINCTOB ITO3BOJISET

ITIOJIB30BAaTCIIIO CUCTCMBI CO344aThb HOBBIU OIIPOCHHK, 3allOJIHUTDb HGO6XOI[I/IMI>IMI/I

Ia)
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BOIIPOCAMH M OTBETaM, a TAK)K€ HAIPaBUTh €T0 JJIsl IPOXOXKIACHUS BCEM OTJeaM 1
COTpYIHUKAM, BEIOPAHHBIM OTJIEJIaM WJIM BEIOPAHHBIM COTPYIHUKAM OpTaHU3AIIHH.

Monynb KareropupoBaHUsi BOIIPOCOB B OMPOCHOM JIUCTE MPEAYCMOTPEH IS
pa3OueHuss BOMPOCOB Ha MOATPYHIbI (KaT€ropuu) C LEIbI0 MPOCTOrO U SICHOTO
oToOpakeHus1 CPOPMHUPOBAHHOTO OMPOCHHUKA JIJIS ITOJIB30BATEIIS.

Moynb 3amucu B >KypHall pe3yJabTaTOB MPOXOXKJICHHS ONPOCHBIX JIUCTOB
HEOOXOMUM IS TPOCMOTpa HHQPOPMAIMM O TOM, KTO SIBISIETCS aBTOPOM
OMPOCHHUKA, KOTJIa U KOMY OH HampaBJieH, KOIJla U KTO €ro 3arojdHWI U OTIPABUIL
Tak>ke MaHHBINM MOJYJIb MO3BOJSET O3HAKOMHUTBHCS C COJIECPKUMBIM 3aOJTHEHHOTO
ONIPOCHOTO JIUCTA, TO €CTh C OTBETaAMHU.

Monynb aHanusa JaHHbIX 00pabarbiBaeT MOJYyUYEHHYI0 MH(OpMAIIIO, 3aTeM
BBIJIACT pE3yJbTaT, B KOTOPBIM BXONAT CBEICHHUS OO0 aHaJTU3UPyEMOU
WH(OPMAIIMOHHON CUCTEME, CIUCOK TpPeOOBaHMIA, MEPEUYCHb AKTyaJbHBIX YIPO3
uHpopMallMOHHONW OEe30MacHOCTH, OIleHKa OOIIEro YpOBHS 3allUIIEHHOCTH,
PEKOMEHIAlUU TSl TIOBBIIIECHUS TTOTyYCHHON OIICHKH.

Monynbs (popmMupoBaHus OTYETOB Ha OCHOBE CBEIACHUH, MOJYYEHHBIX OT
BBINIICONTMCAHHOTO MOJYJIS, CO37aeT JOKYMEHT, B KOTOPBIN 3amuchIBaeTCs Ooiee
noapoOHas nadopmarus o6 ananuzupyemon MC.

Monynb paboThl ¢ 62301 TaHHBIX MTO3BOJISET BBHIMOIHSATH BCE MAHUMYJISIIUU C
3anmucsaMu B 0ase, M00aBIsATh HOBBIC 3aITMCH, a TAK)KE XPAHUT JTaHHBIE O BOMPOCAX
JUIsl  ONPOCHBIX JIMCTOB, COTPYAHHUKAxX, OTAENax, I[OJb30BaTeNsIX, TIpynnax
MOJIb30BaTeNICH, aHAM3UPYEMBIX HH(POPMAIMOHHBIX CHUCTEMaX, MepaxX 3alluThl U
yrpo3ax nHGOpMaIMOHHOM 0€30MacHOCTH.

bnaromaps TakomMy NOAXOMy apXUTEKTypa CHCTEMbl CTaHOBUTCS Oolee
TUOKOH, pacmupseMoil M HaJIe)KHOH B cirydae cOosi B paboTe OHOTO U3 MOMYJICH.

I'maBHoe mento MC comepxut ciemyromue MyHKTb: Onepauuu, AHaIU3
naHHbIX, ba3za manHbex, Otderhl. ITyHKT MeHIO «Onepanumy peanusyeT GyHKIUN

yOpaBICHUS MOIYASIMUA (OPMUPOBAHHUS W HA3HAUCHUS OINPOCHBIX JIUCTOB U

Ia)
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KareropupoBaHus BompocoB. IIyHKT «ba3bpl JaHHBIX» OOECeYMBaeT KOHTPOJIb
paboThI ¢ 0a30i JTaHHBIX.

PaccmotrpuMm paboTy MHGOPMAIMOHHON CHCTEMBI IPOBEAEM Ha IMpPUMEPE
unTepderica monp3oBarens. Ha pucynke 4 wuzoOpakeHa T[JaBHas CTpaHULA
IOJIb30BaTENs, cojaepkamas HHGOPMAIMI0 O HA3HAYEHHBIX U OTIIPABIEHHBIX

(MpoiAEHHBIX ) OMPOCHBIX JIHCTAX.
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Puc. 4. I'naBHas cTpaHuiia NoJIb30BaTeIIst

OnpocHblid  JHCT conepkUT 178 BONPOCOB, CrpyNIUPOBAHHBIX IO
KaTeropusiM: cBeleHUuss 00 UHGPOPMAIIMOHHOM CHCTEME; YpPOBEHb HCXOJHOU
3AIIMIIEHHOCTH; BEPOATHOCTh pEajv3aly YIPO3bl; peaau3alus MEpP 3allUThI
uHbOpMaIK; OIpe/e]IeHe ONacHOCTH Yyrpo3 Oe30MacHOCTH 3allMIaeMOn
uH(pOpPMALIMH.

Jns  ygoOcTBa paboThl MONB30BATENS] MPEAYCMOTPEHA BO3MOXKHOCTD
COXPAaHEHMUsI MPOMEXKYTOUHBIX PE3ylbTaroB omnpoca. OTmnpasieHue onpoca s
aHaJIM3a CUCTEME BBIIOJIHIETCSA MOCIE TOTO, KaK IOJIb30BATENb M3MEHUT CTATYC
onpocHoro jucrta Ha «loroBy». Pe3ynbrarel aHanuza 3alIUILIEHHOCTH OOBEKTa
aHallM3a COJEp)KaT: OCHOBHBIE CBeIEHUs 00 0ObekTe aHaiu3a, TpeOOoBaHUS,

aKTyallbHbIE  Yrpo3bl  HMH(POPMAIMOHHOW  OE30MacHOCTH, OIICHKY  YPOBHS
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3aUMIICHHOCTH, @ TAKKC PCKOMCHAAINH JJIA ITOBBIIICHUS OIMPCACICHHOIO YPOBHA

(puc. 5).

= onepapm * Q Cavmpotarme con £ Anann gnoss B Basa goons ~ Byomen & Dinaon i (1) ® Buog

# ¢ Casanan v B & * Py HC 1CBYXMANTEPHA

@ Cdopumponars aruer

v PoayAnTatasanion ganmn, codpasni 03 06 2017 19.91

Katerop SaHHBK © WATETOPHI NEPCOMANBHEIL J3HHDIX
D6patoTHa NePCOMANBHBIN JaMHbIX COTRY QMO 24
Tiar AKTYARBHO YTPOI YIPOIs =10 THNAAKTYAN B AAR HHGOPMALMGHHOR CIHCTEMDL S ANA HEE AKTYANDHN YTPOIs, He © 3 HEZaHY P

3 C1IE TERMIONN 11 FIPRETAMOAL FIPOT AAAHOLN OO MR, 3T B IHOPAAMIONMN CHE TeRE
100 000
B X0/ AT C0 MM 00 N0 PMALNOI0I CINCTE G54 ONpEAR LN S-S YOS SIGEEHROC T IORMALEIOMHON CHETEE TEPCOMARBHER JANni

OB D T

Komirc too cyfineson, olipatarsmaemsa 110 Boae

= T e BOBITN A AHHOT D YEREIBE S HHOETH

K 1 HACTOAL TP A OPrAMSFYETCR 1 4 o) camoe i) € mpy WA, PHOTI OCHOBS

o KA b ANEHBIX NpeAND Teneil TSI HA OCYILECTRNEHING ASATENBHOCTI N0 TEXHI4ECKOR 1aUTe Kok ABHET IHEIOP ¥ i

npoBo e e pese 1 pasin 3 Foa Bepan, onpea i ORepATOpO | Avmiom]

1. Oprassssausen powisa ofec e Bennackoc ST P Iy M 1) MC TR MPEAATC TIICULET0 B0 MAORHOC T (TG

ped ITHx iy He MPABa AOCTYNA B 3TH NOMELEHIRA

2. DfecnewsHiie COXPAHHDCTH HOCHTRAR NEPLOHANRHX JAHHBK

3y P Pa A0KYMEHTA OTpe e o nep e ADCTYT KOTOPEX K NEpo Aamnis, olp op il CHETEME G ans

P - ) o 1o

4 1IEN0ABI0 RSN € AE T T MR, NPOM U FPOLAYRY GRS CO0 THETE TRNR FeBORIHILIA SN0t ARE T Pocciiicioi G 40 paugi § OB 1 oBecne-eHi BiIanacsse i
BOPUBLEIN, B CAYHAS, KOrIA TAKMX CPEACTE ANS Heil JALHM NTPO3

5. HasHasesing JoAMMOCTHOND Mia (paBoTHixa), OTESTCTERHROrD 32 oBecnave g 8 30NacHOCTH Neps DAHHE B R neNCTEME

Puc. 5. ®opma otyera
Pe3ynbratoM aHanmuza SIBISIETCS ONPEIEICHHE OLIEHKM OOIIEro ypOBHS
3amuiieHHoctd. Ha pucynke 6 1moka3aHo, 4YTO OIEHKa OOIIEro YpOBHS
3aIMIIEHHOCTH HM3MepsieTcss B MpoleHTax M paBHa 90 11 uMHQOpMAMOHHOU
cuctembl «1C OyxranTepus» Ha KOHKPETHBIH MEPUON BPEMEHH, TO €CTh OOIIMi

YPOBCHL 3allIMIICHHOCTHU paCCManI/IBaeMOﬁ CHUCTCMBI ABJIACTCA BBICOKHM.

= BbiABNEHHbIS 3KTYANbHbIE YrPo3s!

» Yrpoast HC/L k sauguiaemori nicdopumatym
¥ ¥rpoastyTeuii HHOpPMaLIMK N0 TEXHMHECKHM KaHaNaM

> Yrpo3bl aHTPONOreHHOro H CTMXMITHOTO XapaKTepa

= 0B1iHi1 YDOBEHD 3ALHILE HHOCTH MH(OPMALIMOHHON CHCTEMbI

PeanuzosaHHo 66.0% HeoBx04MMbIX TREBOBaHMIT 417 3-T0 YPOBHA 3 HWEHHOCTH
PeanuzoeanHo 27.0% HeoBx041MbiX TRED0BaHMIT 417 2-T0 YPOBHA 2L HIWEHHOCTH
PeanuzoeanHo 3.0% Heobxoaumblx TDEBoBAHNI 41A 1-70 YPOBHA 2alMWEHHOCTH
Peann3soeanHo 50.0% KOMMNEHCHPYIOWHX MEP 3aLIMTbI

0BwHitypoBeHb 3awmeHHocTH 0% (Boicokmii)

Heobxoavmo peann3oeats cneayiowme mMepbl

1. YNpaBneHHe H3mMeHeHHAMH KOH(DHIYPaLMH HHDOPMALHOHHOM CHCTEMBI M CHCTEABI 331LHTbI NEPCOHA/BHBIX AaHHbIX

2.¥npaeneHine 40cTynom cyGbeKToR A0CTYNa K 06 BeKTaM AOCTYNA B BUPTYANHON HH(PACTPYKTYPE, BTOM YHCE BHYTDH BUPTYANbHSIX MalliHH

3. Pa36ieHne BHPTYaNbHOM HHPACTPYKTYPbI HA CEMtMEHTB! (CErmMeHTHPOBAHHE BHPTYaNbHOI HHPACTPYKTYPbI) ANA0BPaBGoTHI NePCoOHANBHbIX AaHHBIX OTAS IbHBIM NONb30BATENSHM H (1K) FPYNNOI
nonbsoeareneil

4 KOHTPOAIb COCTaBA TeXHIMECKHX CPEACTE, IPOFPaKIMHOFD OBECheNeHIA 1 CpeaCTS 3atuTel HHbOpMaLHH

5. Yruutoxenne (cTupanie) nam o6 nepco AAHHBIX HA, HOCHTENAX NPH HX NEPeAae Mey NONBb30BATENAMM, B CTOPOHHHE DPFaHH3alii ANA PEMOHTa K
YTHAM3ALHH, A TAKIKE KOHTPOAb YHHHTOKEHHA [CTHPAaHKA) K 003 HBaHNA
6. Perncrpaums coBbiTHil Ge30NaCHOCTH B BUPTYabHOH HHAPACTPYKTYpe

7. KoHTposb v ynpaeneHHe hH3n4eckii 0CTYNIOM K TEXHHHECKMM CPEACTEBAM, CPEACTEAM 2aIUHTEI HHBOPMALHH, CPeACTBaM obecnedeHHA (Y HKLMOHHP aTaKme Bnomew H
COOPYMEHHA, B KOTOPbIX OHM YCTAHOB/IEHSI, HCK/IOHAIOLLNE HECAHKLHOHHPOBAHHSI HHENHECKNIT 40CTYN K CpeAcTBam 06paBoTkH HHGOp 1M, CPRAC Bl MHCpOP M cpeacTEam
oBecne! hYHKUMOHMPOBAHHA HHED W CHCTEMBI, BNOMENISHHA H COOPYHEHIA, B KOTOPbIX OHW YCTAHOBNEHDI

Puc. 6. torosslii oTuet
CormacHo  mocra”oBineHuto  [IpaButenbctBa  Nelll9  HeoOxommmo

BBITIOJIHCHHUSA BCECX Tp€6y€MBIX MCPp AJIAd 3-t0 YPOBHA 3alllMIICHHOCTH, ITOOTOMY
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Jlajee CHUCTeMa BHOCHUT PEKOMEHJAIUHU, KOTOpblE HY)XKHO HNPUMEHUTh. Takxke
pe3yibTaThl aHaJIk3a MOXKHO C(OPMHpOBATh B OTYET M CKayaTb €ro C CepBepa B

BUJIe TokyMmeHTa MS Word.
3akJroueHnue

ABTOpaMH CTaThU PACCMOTPEHBI BOIMPOCHI AKTYaJIbHOCTH M OCOOCHHOCTH
mporecca  aBTOMATH3allMd — aHalW3a  3allUIIeHHOCTH  By3a.  lIpoBenen
CPaBHUTEIBHBIA aHAIN3 CYIIECTBYIONIUX aHAJOTOB, CQOPMYIUPOBAHBI HX
OCHOBHBIC HEIOCTAaTKA M TPEUIOKEHO pEIICHUE IO aBTOMAaTH3aIlMH Ipoliecca
aHamM3a 3allUIIEHHOCTH, pa3paboTaH alrOpUTM pacdyeTa OLEHKH YpPOBHS
3aIUIEHHOCTH  MH(GOPMAIMOHHBIX PECYpCcOB Ha OCHOBE KO3 HUIIMEHTA
MOIITHOCTH Mep 3amuThl. [IpeqIokeHHbI anropuTM OIICHKH OOIIEero YpOBHS
3aIUAIIEHHOCTH TO3BOJISIET OMPENCTUTh HACKOJIBKO aneKBaTHO W 3(PGEKTUBHO
MPUMEHSIOTCS BCE pealin3yeMble MEXaHU3MbI 3aIIUTH HHPOPMAITMOHHON CUCTEMBI,
YUHTBIBAS ~ pa3juvHbIC TPynmel Mep  oOecnedeHWss  WHPOPMAITMOHHOU
0€30MacHOCTH. Pa3zpaborannas UH(OPMAIIMOHHO-JIOTHYECKas MOJIEJIb
UHPOPMAITMOHHOW CUCTEMBI OINKCcaHa ¢ MmoMoIIbio nHcTpyMeHToB UML. Omnncana
aApXUTEKTypa U OCHOBHBIC KJIACCHI CUCTEMBI. [IpemmokeHHOe aBTOpamMu perieHue
10 aBTOMAaTHU3allUU MPOIEcca MPOBEACHUS aHAIN3a 3alUIIEHHOCTH PEaJTu30BaHO B
Bune Web cepBuca. Ha mnpumepe anamuza o0bekta «1C  Oyxraiarepus»
PAcCCMOTPEHO TIPEACTABICHUE pa3padOTaHHOW HWH(POPMAITMOHHOW CHCTEMBL. B
IIEJIOM, HCIIOJIb30BaHWE WH(GOPMAIIMOHHOM CHCTEMBI  TO3BOJMT  MOBBICHUT

3 PEeKTUBHOCTD MPOBECHUE aHAIN3a 3aIIUIIICHHOCTH By3a.
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1. boponruna H.A., bormanoBa W.b., OcoOeHHOCTH OCYIIECTBICHUS
TOCYIapCTBEHHOW TOJIUTUKU B 00JacTH HWH(pOpMATH3alUUA OOpa30BaHUS B
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