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AnHoTanus: B 3T0if cTarbe paccMaTpuBaeTcs U JEMOHCTPUPYETCS HEOOXOAMMOCTh HAIMUCAHUS
U (YHKIIMOHUPOBAHUS KaYeCTBEHHON CUCTEMbI HH(OPMAITMOHHON G€30MaCHOCTH COBPEMEHHOTO
NPEINPUATHSI, BBIMOIHAIOMEH JESITeNbHOCTh B Pa3lUYHBIX cdepax (MPOMBIIUIEHHOCTD,
JHEpPreTHKa, 'yMaHUTapHas NEeSATENIbHOCTh W Jp.). Takke aHamu3upyercs pojib B CO3/IaHUU
YCIOBUH ISl SKOHOMHUYECKOI 0€30MacHOCTH caMOil opraHU3aluu U CTpaHbl B 1eJoM. B pabore
npecTaBieHa JelcTByIomas kiaccudukanus yrpo3 uH(OpManMoHHOW 3ammThl. Eme pa3
MPOAHATM3UPOBAHBl MEPONPUSITHS, KOTOPbIE HAIIPABJICHbI HA 3alIUTy JAHHBIX B COBPEMEHHOM
MHUpE, a TaKKe TPHUBOIATCS TMPHUMEPHl HaWOOJee pPACHPOCTPAHEHHBIX TMPUYMH YTCUKH
uH(pOpMaIlUU Ha CETOTHSI.

KiawueBble cioBa: uH(pOpMAMOHHAA  O€30MAaCHOCTh, JKOHOMHYECKas Oe30macHOCTb
OpennpusaTHsi, 3amura uHpOpManuu, yrpo3bl U PUCKH HH(POpPMAIMOHHONW 0e30macHOCTH,
HCKYCCTBEHHBIN UHTEIIIEKT.

Ha coBpemeHHOl cTaguu pa3BUTHUS OOIECTBA OAHUM U3 OCHOBHBIX ILJIFOCOB
NpeabIAyIIuX MEepUuoAoB sBiseTcss obmiee co3Hanue. KaudecTBeHHBINM cOOp,
00paboTKa M HCIOIb30BAHUE PA3IMYHBIX CBEACHUN MO3BOJISIIOT MPEANPUSATUIO B
MOJTHOM 00beMe paboTaTh U pa3BuBathes [1]. B To ke Bpems mHpopmaTuszanus -
OMH W3 BAXHEWIIUX WHCTPYMEHTOB VIPABICHUS, MO3BOJISIONINX KOMIAHUH
pa3BHUBAThCS B Pa3HbIX HAPaBICHUSIX.

Takum 006pa3zoM, HEOOXOIMMO 3aIUIIATh UCTOYHUKHA UH(OPMAIIUHA, METO/IBI
ux o0pabOTKH, a TakXe CaMU pecypchbl OT HE3aKOHHOIO B3JOMa M YIpo3
NOXUIIEHUs NaHHBIX. 1 3T0 HecnydaiiHo, Tak Kak MH(OpMalus, 3allUIeHHast OT
KOHKYPEHTOB, HaIllpuMep, IOMOTaeT TMPEANPUATHSIM 3aKI04aTh BBITOJAHBIC
KOHTPAaKThl W CHETKA, W caMa OpraHm3alis CTaHOBHUTCA emie Oosee
KOHKYPEHTOCTIOCOOHa, oOecreunBas CTaOWIbHYI0O U (UHAHCOBYIO TPUOBLI.
KoneuHo, BCE BBINIEU3TI0KEHHOE MTOATBEPKIAET BRICOKOE 3HAUCHUE KaUeCTBCHHON
UH(GOPMAIIMOHHON CUCTEMBI, KOTOpas BHEAPSETCS Ha MPEINpUATHH, CO3/1aBasi B

9TOM CJIyda€ HAMJIYUIIHNC BO3MOXKHOCTHU IJIs €T0 SKOHOMHUYCCKOI'O 6J'IaFOHOJ'Iy‘II/I$I.
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[Ipy ananuze »STOH TEMBI CTOUT OTMETUTb, YTO Ce€WYac IOHSITHE
PKOHOMMYECKON M MHGOPMAIMOHHON OE€301aCHOCTH HE SIBIISETCS OJHO3HAYHBIM.
Kputepun ux omnpeneneHuss ObLTM PacCMOTPEHbI MHOTMMHU OTEYECTBEHHBIMH U
WHOCTpaHHbIMU uccaenoBarensimu: P.d. AOneeBsiM, A.B. Bbysrammnom, C.A.
Hsatnosoit, 10.Komomunom, A.W. PakurtoBoii, P. Xontens u apyrumu: P.O.
AOneeBeiM, A.B. bysraimmnom, C.A. [arnosoit, FO. Komomunom u A.W.
PakuroBoii [2, 3].

OnHako OTMEYaeTCs, YTO KPUTEPUU OMPEACIICHUS SBISIOTCS COIUMAIbHBIMU
U DKOHOMHYECKUMH (HaKTOpaMH, BKIIOYAs aHAIM3 XapaKTepPUCTHK TMPU HX
HCTIOJIb30BaHHUH:

— HKOHOMUYECKass OE30MaCHOCTh — 3TO XapaKTePUCTUKA MPEANPUITUS B
TOM CJIy4ae, €ClId OHO 3alllUIIEHO OT HETaTUBHBIX JECTa0UIU3UPYIOIMINX BHEIITHUX
U BHYTPEHHHUX (DaKTOPOB, KOTOPbIE MOTYT HETaTMBHO IOBJHUATH Ha COLHUAJIBHO-
AKOHOMUYECKOE PA3BUTHE;

— nHpopMarmoHHass 0€30IaCHOCTh — JTO COCTOSIHUE B Pa3BUTHU
HHPOPMAIIMOHHBIX OW3HECOB, KOTJa HMX 3allWIIal0T pPa3JUYHbIC BHEIIHHEC U
BHYTpEHHHE (DAKTOPHI, KOTOPHIE MOKET HEraTUBHO CKa3aThbCsl Ha JCSATEILHOCTU
NPEANPUATHS ITyTeM YTEYKH JaHHBIX, KOTOpPhIE MOTJIM Obl OOCPHYTHCS IIPOTHB
camoii kommnanuu [4].

B TO e BpeMs €IWHCTBEHHbIH O(PUIMAIbHBIA JOKYMEHT, B KOTOPOM
COJICP)KUTCS ompeeneHue nHhopMallMoHHONW Oe3omacHocTH — yka3 [Ipe3uaenTa
P® or 05.12.2016 Ne646 «OO6 ytBepxkaenun Ctparerun WHOOPMAMOHHON
6e3omacHoctu  Poccuiickoit  ®eneparuu». Mubopmarmonnas 6e€30MacHOCTh
POCCHUICKOTO TOCYyJIapCTBa - ATO COCTOSIHUE 3allUThl JIMYHOCTU, OOIIECTBA H
rocyJapcTBa OT BHYTPEHHUX M BHEIIHMX KHOEpyrpos3, oOecneyuBaroniee
peanu3anuio KOHCTHTYIIMOHHBIX TpaB W CBOOOJ YENOBEKa W TpakIaHWHA,

KAaueCTBA U YPOBHS JKM3HU JIOCTOMHBIX T'PaXKJaH, CYBEPEHUTETA, TEPPUTOPUATILHOMN
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LEJIOCTHOCTU U YCTOMYMBOIO COLMAIIBHO-3KOHOMMUYECKOTO pa3BuTUs Poccuiickoi
®enepaunn, 000pOHBI U OE€30MIACHOCTH TOCY1apPCTBA.

Takum oOpa3om, wuHpOpMAIMOHHAS TONJEPKKA - OTO OIpeneTIeHHOe
COCTOSIHME O€30I1aCHOCTH O0O0ILEeCTBa, IOCYIapcTBa U CTPAaHbl OT BHEIIHUX U
BHEIIHHUX yTpo3. YpoBeHb HH(POPMAIMOHHON MOIACPKKU MOCTOSTHHO Pa3BUBACTCS
B Mmmupe, ocobeHHo B Poccum. D10 o03Hawaer, 4yTo O0O0IIEe IKOHOMHUYECKOE
0J1aronojlyyne KOMITAHWM HETOCPEICTBEHHO 3aBHCUT OT YPOBHS 3alUTHl OT
pa3IMYHBIX HETATUBHBIX WJIH OMACHBIX MHPOPMAIMOHHKIX pecypcos [5]. C mpyroii
CTOPOHBI, 5KOHOMHUYECKHE MOKa3aTeu OM3Heca MO3BOJISIOT MOJIy4aTh CTaOUIIbHbIE
JI0XOJbl HE TOJBKO B HAcToslIee BpeMsda, HO B OyayuieM. Takum oOpa3zom, 4ToObI
OCTaBaThCs JINKBUIHBIM U MPOTUBOCTOSITh arpeCCUM KOHKYPEHUUHU, TPUMEHIEMOM
BO MHOTHMX CEKTOpax JKOHOMHUKH, NpPEINpHUITHE JOJDKHO  IPABHIIBHO
CIOPOEKTHpPOBaTh,  pa3paboTaTh W  BHEAPUTH  CUCTEMY  COOCTBEHHOIO
HPKOHOMUYECKOT0 Haja30pa, KoTopas oOecrneuuBaeT €My HH()OpPMaIlMOHHYIO
nonnepxkky. He crour 3a0biBaTh, YTO HKOHOMHUKA MPEANPHUATHS - 3TO
MYJIbTUCTPYKTYPHOE MOHATHE, BKIIOUYAIOIIEee B c€0 MHOKECTBO COCTABIISIOIIMX.
N 5TOT MHPOPMAIMOHHBI KOMIIOHEHT CETOJHS SBJSETCS OJHUM H3 CaMbIX
BaXHBIX [6]. DT0 Hecny4aitHO, Belb CETOIHS BUIHO HEBOOPYKEHHBIM B3TJISIIOM,
YTO Hayajach 3pa MHPOPMALMOHHON IKOHOMHKHU, KOrJa MH(POpPMALHS SBISETCA
CaMbIM Ba)XHBIM PECYpPCOM, KOTOPBI MPEANPUATHIO CIEIYET OCBOUTH Hapsay C
CYILLECTBYIOLUM MPOU3BOJCTBEHHBIM, (PUHAHCOBBIM, SKOHOMUYECKUM PECYPCOM.

Nudopmarnmonnass  0e30MacHOCTh,  SIBISIONMIAsACA  HaumOoJiee  BaKHOU
CTPYKTYPHOM YacTbl0O 3IKOHOMHUYECKOTO0 OOeCNedYeHHUs MpearpHusITHii, I0JDKHA
BKJIIOUYATH B ce0s cieayronue cheph:

1) opranuzanuu cieayeT pa3paboTarh, BHEIPHUTh W PEAM30BaTh Ha

MPaKTUKE MpoTrpaMMy oOecrieueHus: 6€30MacHOCTU BCEl JOCTYIMHONW HH(pOpMaITUK;
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2) cucTeMa TeXHOJIOTHYEeCKoro obecrieueHusi MHQOPMAIMK, YCTaHOBICHHAS
Ha TPEANPUATHH, JOJDKHA OOecredrBaTh MOJIHYIO 3allUTy HHPOpPMAlUU OT
HapY)KHBIX U BHEIITHUX aTak.

Ha npenmpusitun  undopmanus AoKHA OBITh TOCTOSHHO cOoOpaHa,
0o0paboTaHa U COXpaHEHa B MOJIHOM 00bEMe, YTO MO3BOJIUT €i KaYeCTBEHHO PACTH.
OT0 MOpOXKIAaeT HEOOXOAMMOCTh OpraHU3aluu WH(OPMALMOHHONW 0€30MacHOCTH,
BKJTIOYast SKOHOMHUYECKYIO 0€30MacHOCTb [7].

[TosToMy cerogHs HEOOXOJUMO CHCTEMAaTHUYECKH OpPraHU30BbIBATH U
BHEJPATH 3aLUTY UH(OPMALMOHHON 0€30MMaCHOCTH KayKJJOW OpraHU3aIiy.

3amuTy 3Ty HYXHO MPOBOJIUTH MO OMPEICICHHBIM MTPABHJIaM, YTO MO3BOJIUT
n30exarh moTepu BakHOM mHGMopmanuu. To ecTb KOMOaHUS TOJDKHA MPUHSTH
Takhue Mepbl Uil OOecredyeHHs HaAEKHOW 3aluThl HHQOpPMAlMH, KOTOpHIE
TIOJIO’KUTEBHO CKaXYTCs Ha e€ Oy TyIieit AesITeNbHOCTH.

Menemxepbl Bcerja JODKHBI MOMHUTH, YTO B CiIy4ae HEMPaBUIIBLHOM
CUCTEMbl OpraHU3alliy, 3aHUMAOIIEHCs MH(POPMAIMOHHON O0€30IacHOCThIO Ha
MPEANPUATANA, KPUTHICCKUE JAaHHBIE MOTYT OBITh TOXHUIIEHBI KOHKYPEHTAMH, YTO
OKa)keT HauboJsee HEraTUBHOE BIIMSIHUE Ha pocT Ou3Heca. boee BaKHO MOHUMAT,
YTO PUCKH MH(DOPMAIIMOHHOM 0€30MacHOCTH pa3nuydHbl. OJHAKO Y HUX €CTh CBOS
cnenuduueckas KiaccuuKaiys, O KOTOpPOH HYKHO 3HATh, YTOOBI CpPaBHUTH
Ka4yeCTBO.

CnemyeT OTMETHUTH, YTO HA HBIHENIHMX dTamax pPa3BUTHs OpPraHM3AINi |
KOMITaHU, 110 CTATUCTUKE, HAMOOJBIIINE YIPO3bl HH(POPMAIIMOHHOM 6€30MacHOCTH
UCXOAT OT PYKOBOJIUTENEH OpraHu3aliil U IpYrux JHIl, YTO CBUICTEIBCTBYET O
npeo0IalaHiK 3/IeCh YeIoBeveckoro dgakropa [8].

Eme omny yrposy s wuHPOPMAMOHHOM 0€30MacHOCTH  (YUPMBI
npeacrasisaioT DDoS artaku. B Hacrosiniee Bpems J1100asi KOMIaHUs, OT KPYITHBIX
KOHIIEPHOB /10 MEXITYHAPOJHBIX MPEANPUITHI, a TAaKKe MaJbIX MPEANPUIATHNA U

OpFaHI/ISaHHI\/JI, 3alIUIICHa OT UIyMa.

© DnexTpoHHBIN HAY4HBIN XypHAN «HKeHepHbId BecTHUK [Jonay, 2007-2022



Nuzkenepusbiii Bectnuk Jona, Nell (2022)
ivdon.ru/ru/magazine/archive/n11y2022/8010

CoTpyaHuk
3II0yMBIILICHHUK
OpraHU3aIHH
\ 4 v v v
Co3HaTenbHbIE Hcnonp3oBa N cnoas30Bague 3510CTHO-
eHCTBUSA HHe oOMaHa 0COOEHHOCTEH Omubounkle
XapakTepa JIENCTBUSA
NHaunuatuBHOE DOUKTUBHBIN
COTPYIHHYECTBO MpyueM Ha
padoty BbonTnuBocTh Cnaboe  3HaHue
TpeOOBaHMI 1O
3a obecneuenuto b
BO3HArpakJICHUE OfMarmEL Crpennen
neiicTBUS IpH Ue K KOMIIe 310CcTHOE
TOJYYCHUH TEHTHOCTHU HEBBITTOJIHCHHE
[Tox yrpo3oit MH(pOpPMAaIUH TpeboBaHUil MO
HIaHTa)XKa 00eCTeYeHUIO
b

Puc. 1. JleiicTBue COTPYIHUKOB, CIIOCOOHBIX HAPYIIUTh HHPOPMALIMOHHOE
oOecreueHue npeanpusTus

IIpyn 3TOM mIpennpusATHs BO BCEX CEKTOpax IOCYIapCTBEHHONM 3KOHOMHUKH
ysi3BUMBI [9].

[TosTromy  mpeanpusTHiO  HEOOXOAUMO  MOCTPOUTH  KayeCTBEHHBIN
TeXHUYECKUH W WH(DOPMAIMOHHBIA KOMIUJIEKC, KOTOPBIM, KOHEYHO XKe, CTaHEeT
BOKHOM COCTaBIISIONIEH €ro dKOHOMHUYECKOTo OJsiaronosyuus. MoXHO OTMETUTb,
YTO CETOAHs AJis OOJIBIIMHCTBA MPEIMPUATUN TPUOPUTETOM SIBIISICTCS 3aIUTA OT
XaKEePCKUX CHCTEM W HE3aKOHHOTO JOCTyINa K JaHHbIM W HHpopMauuu. Takum

oOpa3oM, OHHU JOJDKHBI 00ECIEUNTh BCECTOPOHHIO HWHMOPMAIMOHHYIO
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MOJJICPKKY, YUUTHIBAIOIIYI0O BCE BUIBI (DaKTOPOB, KOTOPHIE MOTYT HETATHBHO
noBJIHATH Ha HuX [10].

Kak Bumute, nHpopMaIimoHHas mojiepKKa O4eHb BaKHa AJI1 HOPMAJIbHOTO
byHKUMOHUpPOBaHUS  JI0OOro  mpeanpusTus. Takum  oOpasoMm, cozaBas
UHTETPUPOBAHHYIO CHCTEMY HMH(POPMAIIMOHHOMN MOAAEPIKKH, MPEANPUITUE MOKET
o0ecnieunTh ce0e HKOHOMUYECKHE pe3ylabTaThl B Oyaymiem. [losromy BakHO
BOBpPEMsI Y4YeCThb BCE CYIIECTBYIOIIME YIpO3bl B O3TOM HalpaBlICHUU U
MIPEIOTBPATUTh YTCUKY JAHHBIX.
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