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ABTOMaTH3auus passeproiBanus Kubernetes-kiacrepos Ha 6aze Ubuntu OC

B Rancher na undpacrpyxkrype VMWare vSphere
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Kubernetes 6e3 HHU3KOYPOBHEBBIX OIEPALMH C CYIICCTBEHHBIM COKPAIICHHEM BPEMEHHBIX H
TpyZA03aTpaT ¢ NPUMEHEHHEM aBTOMAaTH3alMK Ha 6a3e mpoaykToB Rancher, VMWare vSphere u
Ubuntu.
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B coBpemennbix UT-undpactpykrypax Bce dUalle HCHOIB3YIOTCS
Kubernetes-kmacrepsbl, Kak CpeaCTBO opKecTpaliu KouTeinepos [1]. HecMoTps Ha
BCE INpeuMmyliecTBa ucnojib3oBaHusi Kubernetes, Henp3st He OTMETUTH
HETPUBHUAIBHOE PAa3BEPTHIBAHUE M NAIBHEHIIYIO MOJAEPKKY TaKUX KIIACTEPOB.
OTH TIPOIEAYPHl HECYT OIpEEICHHbBIE PUCKU U TPeOYIOT BHICOKOW KBAIM(pUKAIIUN
UT-cnemmanucra. Takxke HyxkHO OTMeTHTh, 4YTO Kubernetes-kiacrepsl
CYIIECTBYIOT B KoJMuecTBe N 53K3EMIUIIPOB, MOTYT HECTH Pa3HOOOpPa3HYIO
Harpy3Ky, HMMEThb pa3HyIl0 KOH(UIypaluio, Ha3HAauYeHWEe U T.A. JIOrMYHBIM
BBIBOJIOM W3 BBINIECKA3aHHOTO OyJIeT MpU3HAHUE HEOOXOJUMOCTH HAWTH CIOCOO
aBTOMATU3UPOBATh U YIPOCTUTHh PabOTHI MO co3aHuio U noanaep:xkke Kubernetes-
kinactepoB. CoBpeMeHHbIM pbIHOK WT-pemienuit  mpeginara€tT  HECKOJIBKO
MPOAYKTOB, MO3BOJISIIOIIMX pEATN30BaTh BblIEeCcKazaHHoe. OIHUM M3 TaKHUX
poAyKTOB siBsieTcst Rancher [2].

Rancher — yHuBepcanbHbBIi MeXaHHW3M, IO3BOJISIFOIIMN MTPOU3BOAUTH
opkectpauto Kuberntes-knactepoB. K ero BO3MOXHOCTSIM MOXXHO OTHECTH
CJIEAYIOIIICE:

- coznanue kiacrtepoB Kubernetes 3 3apanee mpuUroToBICHHBIX MIA0JIOHOB,
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-MHTETpalus pa3BepTHIBAHUS C OCHOBHBIMU POIyKTaMuU
uHppacTpykTypHOro ypoBHs (oOmaunbie Azure EKS [3], Amazon AKS [4],
Google GKE, a takxke VMWare vSphere, DigitalOcean [5] u npyrue);

- TOPU3OHTANIbHOE MaciTadbupoBaHue kiaactepoB Kubernetes;

- MOHUTOPHHT KJIACTEPOB U BCEW HArpy3KH BHYTPHU HUX;

- peakTupoBaHue Bcex 00beKTOB ypoBHs Kubernetes;

- IPEeIOCTABJICHUE IOCTYIIA K KJIacTepaM;

- ooHoBIIeHHE Ki1acTepoB Kubernetes 10 0ojiee HOBBIX BEpCHUH.

OueBunHo, uTo Rancher mokpsiBaeT 0CHOBHbIE MOTPEOHOCTH OpPKECTPAIUU
Kubernetes-kmacrepoB. Cam Rancher mpejacraBinser co0oii  HeOOJBIION
Kubernetes-kimactep, KOTOpBIN SIBJISCTCS OCHOBHBIM M YIPABJISIONIMM JIJIS BCEX
octanbHbIX. Jlna pasBepTeiBanusa Rancher neoOGxomuma uHbpacTpykTypa, U B
HameM ciydae 310 Oyner VMWare vSphere — monynspHas miatdopma aiis
CO3/1aHUsl BUPTYaJIbHBIX MAILIUH, CETEH, CHCTEM XPaHEHUS U T.1.

Xots cxema wuHrerpanuu Rancher m VMWare vSphere onucana B
JOKYMEHTAllUU, €CTh psii HIOAHCOB, KOTOPbIE CTOUT YYUTHIBATH MpPHU JaHHOU
opranuzanuu uHQpacTpykTypsl. Kpome toro, B kauectBe OC 17151 BUPTYyaJIbHBIX
MamMH OyJeT WCIOib30BaHa aKkTyajdbHass HAa MOMEHT HaIlMCaHUS JTaHHOTO
marepuana Ubuntu 22.04 LTS [6]. Ee ucnoap3oBaHue TakXke MoJpa3yMeBacT
ONpe/eNieHHbIE IIaru TOATOTOBKU. Pa3bepeM HUTOrOByI0 CXeMy, KOTOPYIO
ctpemumcs goctuyb (puc.l). Hwkauil ypoBens npeacrasiser VMWare vSphere.
He sBnsercss NpuUHUMOUAIBHBIM, KaK HMEHHO 3TO OPraHM30BAHO Ha HHU3KOM
YpOBHE.

Jlnia peanu3anuu cxembl MOHAA00UTCs cuctema XxpaHeHus. [lyctb B naHHOM
ciyuyae cpeactBamu VMWare vSphere pasBepHyT Tak HasbiBaeMblii VSAN [7] —
BUPTYaJIbHOE OTKA30yCTOMYMBOE paclpeieIeHHOEe XPaHIIIUIIE, Ha KOTOPOM OYIyT
CO3/1aBaTbCs BUPTYAJIbHbIE IKECTKHME JUCKM BHUPTyalbHbIX MamuH. [loBepx

VMWare vSphere u vSAN HyX)HO co3AaTh BUPTYyalibHbIE MalIUHbI (1aiee BM) Ha
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06aze OC Ubuntu 22.04 LTS. Tpu BM mnpennazHadeHsl Uisi pa3BEPTHIBAHUS
kiactepa Rancher, octampHBle OymyT coO34aBaThCd AaBTOMATUYECKH TPHU
pa3BepTHIBAHUM HOBBIX Ki1actepoB Kubernetes.

HauaTte moctpoeHue cxembl HYKHO ¢ co3faHus Tpex BM s kiactepa
Rancher (Oymer wucmons3oBana Bepcus Rancher 2.6.9). B xauwectBe OC

UCIIOJIb3yeM CTaHAapTHRIN 00pa3 Ubuntu 22.04 TLS.

ancher Kubernetes'

cluster Kubernetes cluster Kubemetes cluster }  --==-==---mcmmmmmmmmmn Kubernetes cluster

Ubuntu VM Ubuntu VM Ubuntu VM Ubuntu VM Ubuntu VM | =----emmemeans Ubuntu VM

VSAN

J

VMWoare vSphere

Puc. 1 — UtoroBas cxema

YcTraHOBKa M HAcTpolka B LEJIOM CTaHaaptHas u 3aBucut ot UT-
UH(PACTPYKTYphl, OOPaTUTh BHUMAHUE CTOMT HA CJEIYIOLUIME MOMEHTBHI: CTOMT
ucnoap3oBaTh cratudeckue I[P-ampeca; Ipv6 BBIKIIOYMTHE NPUHYIUTEIBHO B
ClIyyae, €ClIi OH HE HCIOJb3yeTCs; PEKOMEHAYETCS BBIKIIOUATH Swap.
[TotpeOytroTcs ctangaptraeie yTuauThl: kubectl [8], helm3, rke Bepcun 1.4, docker
[9].

Tenepsp, korma BM roroBbl, HNPUCTYIIMM K pa3BEPTBIBAHUIO KJlacTepa

Rancher.
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HyxHo co3maTh mojib30oBateisi, OT UMEHH KOTOPOTO OYAET BBITOJHATHCS
Bech mporiecc. [lomp3oBarens momkeH ObITh mobasiien B rpymmy docker. Ilocme

ATOTO T€HEPUPYIOTCS KIHOYH I JJOCTyIa KO BceM TpeM BM:

ssh-keygen
cat ~/.ssh/id_rsa.pub

CrenepupoBaHHbBIN KITIOY HYKHO JJOOAaBUTh Ha Bce BM:
nano ~/.ssh/authorized_keys

CozmamuM  KOHGUTYpAITMOHHBIA  (paill, KOTOPBIM OMpeAeIsieT OOJIUK

oynymero Rancher-knacrepa:

mkdir /root/.kube
nano /root/.kube/rancher-cluster.yml

Jlo6aBuM B haiiyt ciaeayroIiee CoaepKUMoe:

nodes:
- address: rancher-01.domain.local
user: service
role: [controlplane, worker, etcd]
- address: rancher-02.domain.local
user: service
role: [controlplane, worker, etcd]
- address: rancher-03.domain.local
user: service
role: [controlplane, worker, etcd]
Services:
etcd:
snapshot: true
creation: 6h
retention: 24h
ingress:
provider: nginx
options:
use-forwarded-headers: "true"
network:
plugin: calico
ssh_key path: /home/service/.ssh/id_rsa

Kax BumHO M3 JaHHOTO OMMCaHUSs, pa3BepThIBAaHUE Oy/IE€T BBIMOIHATHCS HA
Bcex Tpex BM ¢ wmcrmonp30BaHHEM CO3aHHOTO TOJb30oBarens u ero kioua [10].
BaxxHo — B KauecTBe CETEBOro IJIarMHAa HYKHO HMCIOJIb30BaTh calico, Tak Kak
CTaHAapTHBIN TutaruH canal umeetr mpobiemsl mipu pabore B OC Ubuntu 22.04

LTS.
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C nmomoipio yTHIIMTHI rke 3amyckaeM co3nanue kiacrepa Rancher:
rke up --config /root/.kube/rancher-cluster.yml

ITo 3aBepIIEHNUIO BBIIIOJHEHUS 3TOW KOMaHAbl Ha Tpex BM Oyner pa3BepHyT
nycrtoil kinactep Kubernetes, B KOTOpBIif Hy>KHO OCTaHOBUTH MOJE3HYIO HATPY3KY —

caM Rancher. [{is aToro ucnonszyeM oduimaibHbiii helm-gapr:

helm repo add rancher-stable https://releases.rancher.com/server-charts/stable
helm fetch rancher-stable/rancher --version=2.6.9
helm install rancher rancher-stable/rancher \

--namespace cattle-system \

--set hostname=rancher.domain.local \

--set bootstrapPassword=xxxxxxxx \

--set ingress.tls.source=secret \

--wait \

--timeout 10m0s \

--create-namespace

ITo 3aBepiieHnio pabOTHI ATUX KOMaH y Hac Oynet pa3BepHyT Rancher. 1o
3apaHee MPUTOTOBICHHOMY ajpecy rancher.domain.local gomxen ObITH HOCTyINEH
BeO-uHTEpdEiic.

Tenepsr ¢ moMomipio yke pa3BepHyToro Rancher MoxHO co3maBaTh HOBBIC
kiacrepa Kubernetes. OnHako, 11 3TOr0 HY>KHO MOJATOTOBUTH PsiJT HEOOXOIMMBIX
BEIICH:

- nosnb3oBatenss B VMWare vSphere, mox KoTopsIM OyZeT OCYIIECTBISATHCA
aBTOpHU3alMs U co3/1aBaTbcsi BM;
- cnenunanbHbd 06pa3 OC Ubuntu;

- mabJIoHB! JUTst HOJ Oy aymux kiaactepoB B Rancher.

Co3znanue moab30BaTessi TPUBUAIBLHO, TTOATOMY OCTaHOBUMCS Ha 0bpaze OC
Ubuntu. B cunty ocobennocreii pabotsl cloud-init B ganHoit OC, Mbl HE MOXKeM
B35Th TOT K€ 00pa3, 4TO MCIOJIb30BaJICs i pa3BepThiBanus BM mis Rancher.
[Toaromy HykHO Hcnionb3oBaTh cloud-image Bepcuro Ubuntu.

[Tepeiinem x cozmanuto madaoHoB HOA. [11admoH HOABI — 3TO onucanne BM,
KoTopas OyZIeT co3/Iana Kak 4yacth Oyaymiero Kubernetes-kiactepa v BHIOTHSTE B

HEM OMpeeNIeHHYI0 poJib. MBI co3aauM TpH 1mabioHa — Jyis pojeit control plane,
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worker u etcd. Haunem ¢ ma6siona posiu control plane (puc.2). B ma6iaoHe HYXHO
BBIOpAaTh 3apaHee CO3JaHHOrO IOJIb30BaTeNsl Mg HHTerpauuu ¢ VMWare
VSphere, paznen vSAN, Ha koTopoMm OyayT co37aBaThbCid BHUPTyaJbHBIC IUCKU
Oyaymmx BM, KOTH4eCTBO pecypcoB mporieccopa, 00beMbl ONEPAaTHBHON MaMSITH

¥ IMCKOBOTO IIPOCTPAHCTBA, a Takxke oOpa3 cloud-image Ubuntu.

Host

Any

Specific host to create VM on (leave blank for standalone ESXi or for cluster with DRS)

v 3.Instance Options
Choose the size and OS of the virtual machine

CPUs Memory

4 Cores 8192 MB
Disk

40960 MB
Creation method Template:

Deploy from template: Data Center Ubuntu-CloudInit-22.04-LTS

Puc. 2. — IIpumep koHduryparuu madaoHa s poiu control plane

Jlist Toro, 4ToOBI OIpeAeseHHbIM 00pa3oM MoAroroBuTh BM cpa3y mocne
CO37aHMsl TaK, KaK HYXXHO, MOXHO ucmoiyib3oBaTh cloud-init ckpunt. Ilpumep

CKpHIITa PACCMOTPUM JaJIee:

#cloud-config
users:
- name: ubuntu
inactive: true
- name: cluster
lock_passwd: false
groups: users,docker
sudo: ALL=(ALL) NOPASSWD:ALL
primary_group: cluster
passwd: somehash
shell: /bin/bash
timezone: Europe/Moscow
ntp:
enabled: true
pools:
- 0.ru.pool.ntp.org
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write_files:
#Sysctl settings
- path: /etc/sysctl.d/20-extra.conf
permissions: "0644"
owner: root
content: |
vm.max_map_count = 262144
#CPU
#Decrease protcesses migration from one cpu to another
kernel.sched_migration_cost_ns = 5000000
#Do not group processes to cpu's by tty
kernel.sched_autogroup_enabled =0
#General networking
#The maximum number of connections that can be queued for acceptance by process
net.core.somaxconn = 8192
#Network read/write buffers kernel limits
#64 MB, twice bigger than tcp_mem, suppose to use in non-tcp workload
net.core.rmem_max = 67108864
#64 MB, twice bigger than tcp_mem, suppose to use in non-tcp workload
net.core.wmem_max = 67108864
#TCP
#Make sure we are not running out of ports
#Not touching it because k8s needs ports 30000-32767 for node port. Default ‘32768 -
60999" will be fine.
#net.ipv4.ip_local_port_range = 2000 65000
## congestion control algorithm reno - default , Hamilton TCP - advanced
net.ipv4.tcp_congestion_control = htcp
##4Kib Pages. Memory for TCP Sockets 4 KiB * 466920 =~ 2GiB RAM. Usually
calculated at boot time. Have to increase
net.ipv4.tcp_mem = 116730 311280 466920
## TCP read/write buffers kernel limits “min default max”. Settings for 10g network =
#(bytes)32MB
net.ipv4.tcp_rmem = 4096 87380 33554432
#(bytes)32MB
net.ipv4.tcp_wmem = 4096 65536 33554432
# The length of time an orphaned (no longer referenced by any application) connection
will remain in the FIN_WAIT _2 state. Default - 60.
net.ipv4.tcp_fin_timeout = 10
#keepalive settings
net.ipv4.tcp_keepalive_time = 300
net.ipv4.tcp_keepalive_probes = 6
net.ipv4.tcp_keepalive_intvl = 30
- path: /etc/ssh/sshd_config
content: |
# CLOUD CONFIG MANAGED
ChallengeResponseAuthentication no
UsePAM yes
X11Forwarding no
PrintMotd no
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AcceptEnv LANG LC_*
Subsystem sftp /usr/lib/openssh/sftp-server
PasswordAuthentication yes

#Runcmd runs only at first boot

runcmd:

#Apply appended sysctl.d config. Need only at firts boot, because file is going to be saved
and auto-applied further

- "[sbin/sysctl --system"

B manHOM mpumepe OTKIIIOYaeTCs MOJIb30BaTeNhb M0 YMOTYaHuio (ubuntu),
CO3/Ia€TCsl HOBBIA TMOJIb30BaTeNb (cluster) ¢ 3apaHee MOATOTOBICHHBIM XJIIEM
napojisi. Takke yCTaHaBJIMBAIOTCS HACTPONKHA BPEMEHHOM 30HBI M CHHXPOHU3AITUH
BPEMEHHU, YTO SIBJISIETCA BAXXHBIM JJIA Harpy3ku BHyTpH kiactepoB Kubernetes.
Kpome »storo, cozmaercs ¢ain co cheuraJbHBIMU HACTPOMKAMHU sipa, 4YTO
OPUTOAUTCS TIpU  OOJBIIMX Harpy3kax, u dain koHdurypamuu ssh s
BO3MOYKHOCTH YJQJICHHOTO MOAKII0ueHus: K BM.

Teneps, Kora madI0H TOTOB, MOXHO Ha €r0 OCHOBE CO3/aTh MA0IOHBI JIJIs
poneii worker um etcd. OHM MOTYT OTJIMYATHCS KOJMYECTBOM BBIJICIICHHBIX
pecypcoB, HamnojiHeHHeM cloud-init ckpunta u T.1. B manHOU crathe co3maHue
ATUX I1a0JIOHOB ONMCHIBAThH HE OyIEeM.

JIJist co3aaHus KJIacTepoB BCE MOATOTOBJICHO, CO3/Ia UM TECTOBBIN KilacTep

Ha OCHOBE CO3JIaHHBIX IMA0JIOHOB POJIEH.

Cl N; * L
uster Name Add a Description

staging

Name Prefix Count Template Auto Replace Drain Before Delete eted Control Plane Worker Taints

stg-k8sms- 2 S stg-master 0 minutes O a O # Taints =
stg-k8setcd- 3 S stg-eted 0 minutes O O O # Taints =
stg-k8swk- 1 < stg-worker 0 minutes O O O # Taints n

Number of nodes required: @1,3,or5 @1lormore @& lormore

Puc. 3. — Coznanue knacrepa Kubernetes Ha ocHOBe 11abJIOHOB poJIei
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Kak noka3zano Ha puc.3, kinactep OyaeT pa3BepHyT B KOJHMYECTBE JIBYX HOJI C
poieto control plane, Tpex HOI ¢ poisb etcd 1 ogHOM HOABI ¢ poibio worker. Takum
o0pa3oM CO3MaHHBIM KJacTep B MHHUMAIBHONH KOH(pUTypamuu OyIeT
OTKa30yCTOWYMBBIM, KOJMYECTBO HOJ C pOJIbI0 worker manee HYXHO OyneT
HapalMBaTh MPOTIOPIIMOHATIBHO CO31aBacMOi Harpyske. Takke HY)XHO BBIOPATh
Bepcuio Kubernetes u Bepcrio ceTeBoro rarniHa — Kak ¥ B CIy4ae ¢ KIacTepoM
Rancher nyxHO mM3mMeHuTH BBIOOp ¢ canal Ha calico. CmycTs HEKOTOpOe Bpems

KJ1actep OyaeT pa3BepHyT (puc.4).

State Name Node IP Address 0s Roles Age

Pool: stg-k8setcd- 3 Iﬁ E|

"" Active .;"

‘.: Active ‘/:

"T Active :"

Pool: stg-k8sms-

( Active )

m-9kq52

m-gmnfs

m-nb7bp

m-dt79k

stg-k8setcd-3

stg-k8setcd-2

stg-k8setcd-1

stg-k8sms-2

10.22.160.145

10.22.160.146

10.22.160.54

10.22.160.142

Linux

Linux

Linux

Linux

Linux

Etcd

Etcd

Etcd

Control Plane

Control Plane

9 mins.

9 mins

9 mins

(Active )

m-h4sh8 stg-k8sms-1 10.22.160.141

Pool: stg-k8swk- 1 L [ N |

(Active ) m-ddxsh stg-k8swk-1 10.22.160.143 Linux Worker 9 mins

Puc. 4 — PazBepnyTsbiit knactep Kubernetes

Rancher aBToMaTHuecknm coO3JaeT HEOOXOOMMOE KOJIHMYECTBO BM,
ycTaHaBiuBaeT Ha HUX Kubernetes B Toil poyid, KOTOpas onucaHa B I1a0JOHE, a
Takke BhIMONHsAET cloud-init ckpunr. JlaHHBIA KIacTep MOXHO TOPH3OHTAILHO
MacITabupOBaTh HAKATHEM KHOTIOK «-» U «+».

Takum 00pa3oM JaHHAs cxema IMO3BOJISIET B JajbHEHIIIeM ObICTPO CO3/1aBaTh
u obciyxuBath kinacrepa Kubernetes u3 Be6-untepdeiica Rancher, ne npuberas
HU3KOYPOBHEBBIM OMEpAIUsIM M CYIIECTBEHHO COKpallas BpeMsi, HE00X0IUMOe Ha

opkecTpanuo kinacrepoB. Co3JaHHBIE KJIAaCTEPhl aBTOMATUYECKH JOOaBIIAIOTCS B
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cucteMy MoHuTopuHra Rancher, mosTomMy MOXHO mNpocMmaTpuBaTh TrpapuKu
Harpy3Ku Ha BCeX YpOBHSX. JIerko pemaercs BOIpoc 0OHOBICHHUSI KIACTEPOB — ATO

TaK k€ MOYKHO JieJiaTh U3 BeO-unTepdeiica Rancher.
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