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Mo;[e.)mpOBaHne CHCTEeMbl KOMILJIEKCHOM 3alllMThI KOH(])I/II[eHIII/IaJIbHOﬁ

HHpOpMAIUHN 0T KMOEePHETUYECKHUX ATAK

JI.B. Jleonos

Kpacnooapckoe svicuee éoennoe yuunuwe um. eenepana apmuu C.M. [llmemenko

AHHOTanMsi:  JaHHas  paboTa  MOCTpOEHA  HAa  HEBO3MOXKHOCTH  JIOCTaTOYHOT'O
IPOTUBOIIOCTABIEHUSI CPEJICTB M METOJOB 3allUThl MEpe]l MOCTOSIHHO OOHOBISAIOUIMMUCA U
MOJICPHU3UPYIONIMMHUCS KUOCPHETUYECKUMH aTaKaMW HapyIIHUTeNs. AKTYalbHOCTH JTaHHOM
npoOJIeMbl 3aKJII0YaeTCsl B TOM, YTO CYILIECTBYIOIIME HA JaHHBII MOMEHT CHUCTEMBl 3allUThI
KOH(UAEHIMAIbHOU nH(pOpMaluu He 00eCreYnBalOT BCECTOPOHHETO U TJ100aIbHOIO KOHTPOJIS,
Oapbepbl 3alIUTBl M METObl 3alUThl OCTAIOTCA OJHOHANPABIEHHBIMU W HE JOCTaTOYHO
HAJIC)KHBIMH, YTO TPUBOJUT K TMOTEpe BAXXHOW KOH(HIEHIHMAIbHOH uH(popMmanmu. B crarbe
OpUBEJEH pa30op MpEeAnoyiaraeMol CHUCTEMbl 3allUThl KOH(UIEHLIUANIBbHOM HHMOpMAIUH.
Cnenan BBIBOJ O HEOOXOJUMOCTH BCECTOPOHHEH 3alllUThl, TaK KaK OJHOHANpaBJIECHHOCTb
CHUCTEMBl HE JOCTaTOYHO 3((EeKTUBHA, MPUBOAUT K JOCPOUYHBIM OTKa3aMHU M IMOTEpPEe BaKHOU
KOH(UIeHIMaTbHON MHpOopManuu. Llenpio MaHHOHN CTaThU SBISETCS CO3AaHWE KOMIUIEKCHOW
CHUCTEMBI 3aIIUThl KOH(pUICHIMATIbHON HMH(pOpMalLUU, CIIOCOOHOM 00ecreuuTh BCECTOPOHHMN
KOHTPOJIb, HAOIIIOJICHHE, CBOCBPEMEHHBI WHTEIUICKTYaJIbHBI aHAIN3 W MPUHATHE pPEIICHUi, a
TaKXe OTpakeHUe KMOEPHETHUECKUX aTaK HapyIIUTEs.

KuroueBrble c1oBa: cuctema 3aluThl KOHPUACHINATBHON UH(POPMALMK, TOJCUCTEMbI 3alllUThI,
KOMILJIEKCHAsI CUCTEMBbI 3allIUThl KOH()UACHIMAIBbHOW HHPOPMALIUY, BEPOATHOCTHAS OLICHKA.

B HacTosiiee BpeMsi OJHUM U3 CaMbIX pacHpOCTPAaHEHHBIX BHUJIOB aTak Ha
3aluuaeMble ”HQOPMALIMOHHBIE PECYPCHI, SIBISIOTCA KUOEPHETHUECKUE aTaKu.
[ToaToMy pelmieHre BOIpoca KOMIUIEKCHOM 3alluThl OT JAHHOTO BHUAA aTak
SBJISIETCSl BECbMa aKTyallbHbIM. B TaHHOM cTaThe paccMaTpUBaeTCsl HOBasi MOJEIb
3alIUTHI 32 CUET KOMIUIEKCHOTO KOHTPOJISl MpoIlecca 3aluThl KOHPUACHIINAIbHON
uHpopManuu. JlaHHas MoJenb MO3BOJIIET 3a CUET pacIpelieleHHs] KaHaJlbHOU
3alUThl CHUCTEMbl O00paOOTKM KOH(UACHUHATIbHOW HWH(MOpManuu, A00UTHCA
CHW)KEHHUSI OTKa30B B pabOTEe W MOAKIIOYEHUS PA3IMYHBIX MMOJCUCTEM 3allMTHI, a
TaK)K€ METOJOB 3aLLUTHI.

KommnekcHas cuctema 3amuThl KOH(OUIEHIUATbHON HH(pOpMAaIMU A0HKHA
IIOJIHOCTBIO KOHTPOJIMPOBaTh HE TOJIBKO BHYTPEHHUE INPOLECCHl M METOAbI
3alUThl, HO BHEIIHHE, CBS3aHHBIE C IIpolieccaMu OO0pabOTKM U Iepenadu

KoHpuAeHINaTbHOW nHpopMarmu. CMBICHT 3a0KEH HE TOJBKO B 3alUTE KaHala

Ia)
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nepefayy JaHHbIX, @ B KOMIUIEKCHOW 3alluTe BCEro mpolecca o0padoTKu
KOH(DUIEHIIUATEHON HHHOPMAIIHH.

MOXXHO MNpeAanoyioKUTh, YTO TpU 00paboTke KOH(UIECHIIUATHLHOM
uHbopMaIuy, TOJACHCTeMa 3aluThl uHQOpMaruu OyAeT HampaBlieHa Ha
KpUNITOTpadUuecKyro 3alIUTy OT BHEITHUX U BHYTPEHHUX IMIPOIIECCOB BO3ACHCTBUS
Ha oOpabarbiBaeMyl0 MH(OPMAIMIO, HO BONPOC PE3EPBHBIX KPUOTOrpapuyecKu
CTOMKWX KaHAJOB M METOJIOB 3aIllUTHI CUCTEMBI 00pabOTKH KOH(PUACHITMATHHON
uH(OPMAIIMU OCTAETCA OTKPBHITHIM U OYyJIeT U3y4eH B JaHHOU padoTe.

PaccMOoTpuM = KOMIUIEKCHYIO  CHCTEMYy  3allMTHl  KOH(UACHIHUAIHLHOU
unpopmaruu (nanee - KC3U) or kubepHeTHdyecKux arak, Kortopas obiamaer
OCHOBHBIM 3allIUIIEHHBIM KaHAJIOM Mepeayr HUHPOPMAaLUK U IBYMSI 3aIIACHBIMHU.

[IpumeneHnne Tpex HE3aBHCHMBIX KaHAJOB MOHIKAET PUCK KOMIIPOMETALIUU
o0pabaTtpiBacMOit nHpopmMaruy, a CJIEJIOBATENBHO, TOBBIIIACT
KpUNITOrpaUyecKyt0 CTOMKOCTh U O€30TKAa3HOCTh €€ (PYHKIIMOHMPOBAHU.
OrneHKy HaEeKHOCTH (DYHKIIMOHUPOBAHUS OyJeM BBIYUCISTH Yepe3 IMOKa3aTelu
oTKa3a  (GYHKIIMOHUPOBAHUSA  CHUCTEMBI  00pabOTKHM  KOH(UACHIIMATBLHOU
unpopmaruu (nanee - COKIM) mocne ocymecTBiieHns] KHOSPHETHUECKUX aTak.

ITycte umeercs noacucrema 3amutbl COKH, cocrodinass U3 BHEUIHETO
npouecca, o0ecrnevyrnBaronero MHQOPMAIIMOHHYIO 3allUTy OT KUOEpHETUYECKUX
aTak TMpH B3aUMOJCHCTBHE C YJAJICHHBIM aIMHUHHCTPATOPOM, M BHYTPEHHETO,
obecrnieunBaroniero 0ezomnacHyo o0padboTky u xpanenue ganubix B COKU. bynem
cuuTaTh, 4To Oe30TkKazHoCTh paboThl B COKW Ha BHYTpeHHEM YpPOBHE BcCerja
obOecrieunBaercs. OCHOBHOE BHHUMAaHHME VYACIUM OOCCICUYCHHIO O€30TKa3HOU
pabotel B COKHM Ha ypoBHE BHEIIHEro Mmpoliecca OMUChIBAEMOrO B CIEAYIOIIEM
BUJIC:

HEHET.I:H = {B! ﬁm }; n= 12,3,

rjae: B — noacucrema 3amuthl ot kubepHetnyeckux arak B COKU;

Ia)

© DnexTpOoHHBIA HayuHbIH KypHan «HxenepHbiil BecTHUK JloHay, 2007-2019



HNn:xenepuslii BecTHUk Jona, No3 (2019)
ivdon.ru/ru/magazine/archive/3y19/5791

A;— OCHOBHOU KaHaJ C MPOMYCKHOM CIIOCOOHOCTHIO Mg ;
A, Az - pe3epBHbIC KaHajdbl C WHTEHCHUBHOCTSAMH 3allUThl MH4H [z |,

COOTBETCTBEHHO;

BBenem pomyiieHue: KaHajdbl BBIOMPAIOTCS IOCIEIOBATEIbHO, B IPSIMOM
HOpsZIKe, B 3aBUCHUMOCTH OT KojumuecTBa kubepHermueckux atak B COKMU, mo
NPUHLIMITY, KaKOM KaHai HauboJiee 3alUIIEHHbIN B JaHHBIH MOMEHT BPEMEHH, TOT
U B IIPUOPUTETE.

[Tomyyenue paspemieHuss Ha paboTy B TOM WIM WHOM KaHaie Oyjaem
paccMaTpuBaTh KaK MPOCTEUIINN MOTOK COOBITUI CO CIIEAYIOUMMU apaMeTpaMu
[1,2]:

A - kpunrorpaduueckass CTORKOCTh (CpeIHEee YHUCIIO METOIOB IMIH(PPOBaHUS,

NPUXOASIIEECs B €AMHUILY BPEMEHH);

F(t) = 1— g~ — 3akoH pacnpejeneHusi BEPOSTHOCTH IOSBICHUS OJHOTO

MeTo1a mudpoBaHus 3a BpeMs t;

B,(t) = e=* — BeposATHOCTH TOrO, YTO 3a BpeMs t HE MOABUTCS HH OJIHA

KnOepHEeTHIECKas aTaka (fganee - kudeparax).
B kanamax mnpoucxoauT o0pabOTKa BO3HHUKIIUX KHOepaTak, IpHYEM

00paboTka Knbeparak (Mqge) PACIPEEIICHO M0 OKa3aTebHOMY 3aKoHy [1-3]:
glt) = pefts (i=0, 1, 2),

=Ygy (=0, 1, 2).
Urak, Oynem paccMmarpuBarth KOMIUIEKCHYIO cuctemy 3anmuThi COKU kak

TPCXKAHAJIBbHYIO ITOACUCTEMY 3allUThI, IIPUYCM OTPAKCHHC KI/I6epaTaK Ha KaXXJI0M

KaHaJle IPOUCXOJIUT C Pa3HON UHTEHCUBHOCTBIO U;: (=0, 1, 2).

© DnekTpoHHbIN Hay4YHbIH xypHal «HkeHepHbIi BecTHUK JJoHa», 2007-2019



HNn:xenepuslii BecTHUk Jona, No3 (2019)
ivdon.ru/ru/magazine/archive/3y19/5791

Haiinem 3HaueHue Kpuntorpa@uueckoil CTOMKOCTH OT MOTOKAa KuOeparak,
Opyu  KOTOpPOWM HEOOXOJAMMO TOJAKIIOYATh 3alacHble KaHalbl  00pabOTKU
undopmaruu [4,5] U BEpOATHOCTH OE30TKA3HOW pabOThl paccMaTpuBaeMoOun
MOJICUCTEMBI 3alUTHI.

Jlji1 3TOr0 pacCMOTPHUM JAAHHYIO MOJACHUCTEMY 3alllUThl MpU padbOTEe TOJIBKO
OJIHOIO OCHOBHOT'O KaHaJa.

Torma mMbl MOXKEM PacCMOTPETh JAAHHYIO MOJACUCTEMY KaK OJHOKAHAIBHYIO
CUCTEMY KOMIUIEKCHOM 3alllUThl ¢ OTKa3aMu. Toraa BEpOATHOCTh OTKa3a CUUTACTCS

o ¢opmyiie:

A
EEIH==';E%E:== - (1)
Ha

Fé:_'i":s:

Tak kak g cucteMbl 00pabOTKH KOHGUIACHIIMATHLHON HWHGOPMAINH
JOMYCTUMON BEPOSTHOCTHIO OTKa3a SIBIsETCS 3HaueHue He mpesbimatomiee 0,05,
TO MBI MOXEM HAWTH MaKCHMaJIbHOE JOMYCTUMOE 3HAYEHUE KPUTITOTpaduuecKon
CTOMKOCTH OT KuOeparak, TIpH KOTOPOM OOECIeUYMBaeTCs  HAaJIeKHOE

OCCKOHTAKTHOE COCTOSIHME OCHOBHOTI'O KaHaJIa:

Fopie = 0,05 (2)
A _=<0,05 (3)
fy HR ’
0.85A-0.050, _ o 4)
iy T

Tak kak 1>0 U g, >0, TO NOJIy4aeMm:

0,95%— 0,054, < 0 (5)
fa
st (6)

Takum o0OpazoM npu 3HAYEHUSX KpUNTOrpaduyecKod CTOMKOCTH OT

KuOepaTak He yJIOBJIETBOPSIOMIMM YCIOBUIO (37), moacucTeMa 3alIUThl HE MOKET
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obecnieunTh 6e30TKa3zHy0 padboty COKU u HeoOXoauMo MOAKIIOYATh 3amacHOU

KaHaJI 3a1uThl HHGQOpMauu A4, .

Haﬁ,Z[CM BCPOATHOCTL OTKa3a ,I[aHHOP'I MNOACUCTCMBI IIPH BKIKOYCHHUU

3amacHOro KaHajua A; «puc 2».

Puc. 2 - BeposTHOCTP OTKa3a JAaHHOW IOJICHCTEMBI NPHU BKIKOYEHUU

3al1aCHOI0 KaHaja Az.

J171s1 TOr0 pacCMOTPUM CJEAYIOIIUE COCTOSIHUS MOJCUCTEMBI:
Xo — CBOOOJIHBI BCE KaHAJIbI,

X| — 3aHAT NIEPBbI KaHAI,

X, — 3aHAT BTOPOU KaHaJ.

X3 — 3aHATHI 2 KaHaJa.

OHpC,Z[GJII/IM BCPOATHOCTU COCTOSAHHA IMOJACUCTCMEBI B Ka)K,HBIﬁ N3 MOMCHTOB

BPEMCHH [

Po(1), Pi(1), Px(1), Ps(1), (7)
IpH YCIIOBUH

Zi=oFr (£)=1 (8)

CocraBum muddepeHnranbabie ypaBHEHHS IJ1s1 COCTOSTHHUM MOJCUCTEMBI (7).
1. 3adukcupyeM MOMEHT BPEMEHM { M HalJieM BEpPOSITHOCTb TOT0, YTO B
MOMEHT BpeMeHH (+A¢ moacuctemMa OyAeT HAXOIUTHCSI B COCTOSHUU Xg. OJTO

BO3MOJKHO IIpH:
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A — B MOMEHT { noOCHCTEMa HaXxOJIUJIaCh B COCTOSIHUU X( M 3@ MPOMEKYTOK
BpEMEHU Af HE IEPEXOUT B IPYTrO€ COCTOSTHUE;

B — B MOMEHT ¢ 1ojicucTeMa HaxoW1ach B COCTOSIHUM X; U 3@ POMEKYTOK
BpEMEHU Af IEPEXOAUT B COCTOSHUE X.

C — B MOMEHT ¢ IOACUCTEMA HAXOAWJIACh B COCTOSIHUU X, U 3@ MPOMEKYTOK
BpeMEHM Af IEPEXOIUT B cocTOsiHME ().

Fo(th+ Fy(t+4AL)=P(4) + P(B)+ P(C) 9)

BeposiTHOCT COOBITHS A paBHA:

P(4) = Fy(t) - e~ %% 2 By (£) - (1 — A~ &) (10)

BepositHocTh coObITHS B paBHa:

P(B) = Fy(£)- jig- 4t (11)

BepositHocTh cobbiTust C paBHa:

P(C) = Fyt) - py -4t (12)

[TogcraBum B (GopMysTy BEpOSTHOCTH HAXOXKIACHUS TMOJCHCTEMBI B
COCTOSIHUU X( 3HaueHus u3 popmyn (10-12) [1]:

Fo(t+ 0ty =FBylt) - (1— A-At)+ P (f) - po-At + B(t)- py -4t (13)
Fe(e+ At) + Bp(tl = =B (£) - A- At + P (t) - po - At +P(t) - py - At (14)
Paznenum 06e vactu Ha &t, u npu t—0 nepeigem k nuddepeHnraTbLHOMY

YPaBHEHUIO:

88y}
at

= —F(t)-A+ B (t)- pe + Blt)- 1y (15)
2. Jlanee 3aUKCHPYeM MOMEHT BPEMEHH M HailIeM BEPOSTHOCTb TOTO, UTO
B MOMEHT BPEMEHHU [+Af mojcucTeMa OyIeT HAXOAUTLCA B COCTOSHHMHU X;. JTO
BO3MOJKHO IIPU:
A — B MOMEHT { IIOJCUCTEMA HAXOAMIACH B COCTOSHUY X| M 3a IIPOMEKYTOK

BpEMEHM At HEe Iepenuia B APyroe COCTOSIHUE.
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B — B MOMEHT ¢ mojcucTemMa HaxXoAWIach B COCTOSIHUU X3 M 33 TPOMEKYTOK
BpeMEHU At miepennia B COCTOSHUE X;.
C — B MOMEHT t MoJicuCTeMa HaXOJAWIach B COCTOSIHUU Xo M 32 TTPOMEKYTOK

BpEMEHU Af NIepelyia B COCTOSHHE X;.

Bit+Ay=P(A)+ P(B)+ P(0O (16)
PCA) = B(t) » e~ A reddt a5 P (2] = (1 — (A + ptg) = AL) (17)
P(BY= Fy(t)- (1 — e M8 ) & Py(t)- py - At (18)
P(C) =R (t)- e m P(e)-A At (19)

[ToacraBum B hopmyny BepostaocTH (10) 3nauenus uz popmyn (17-19) [1]:

[lepexons k quddepeHIATEHOMY YPaBHEHHUIO, TOTYUUM:

Bt +A) =P (t) - (1 — (A + pey) - Ae)+P (E) - oy - Ae + Py(e) - A - & (21)

51’;;#3 = — P (t) - [A+ p )t F(e) -py + F(t) -2 (22)

3. Tenepp 3agukcupyeM MOMEHT BpEMEHHU t U HalJeM BEPOSITHOCTh TOTO,
YTO B MOMEHT BpeMeHH (+Af¢ mojcucremMa OyAeT HaXOAWUTHCS B COCTOSHUU X,.
Omnyckas IIPOMEKYTOUHBIE BBIYMCIICHUS, AHAJIOTUYHO HOJIy4UM
g depeHranbHOe ypaBHEHUE:

OTcrozia aHAIOTUYHO TIepexoauM K qudpepeHnnaaTsHOMy YPaBHEHHUIO:

B = —B) - (A + p) R - o (23)

4. Hakonen, mo aHamoruu moiyduMm aud@epeHnranibHoe ypaBHEHHUE IS

COCTOSHHUSA X3.

B B (g o)+ Ba(t) A+ B -4 (24)

&g
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Takum 00pa3om, nomyyaem cuctemMy nudpepeHralbHbIX YpaBHEHUN
(8, 15, 22, 23, 24) [6,7]:
ARy (£
B YOR N X OB XGRS
8 ()
——= =P (t) (A+ po) + F3(t) - iy + F(£)- 2

2Py
e O R ETHEN X

o8 _ —B () (g + ft) + B(£) -2+ B (t)-2

&

3 Po(el+ Bt)+ B(t)+ B(e)=1

(25)

N3 (25) HaitneM nmipenesibHbIE BEPOATHOCTH COCTOSHUM IIOJCUCTEMBI B

yCTaHOBHUBLIEMCA pexume [8-12]:

B = Fig fky (o iy ) 26
$ T Rt gy g Rty (et it gy I g oy (g iy ) (26)

Ky (ot pag ey )
B = 27
! REChowpry o prg Iondi iy (ot i oy Jopig iy (ppompiy ) ( )

g
B = o 28
2 Ry g Rty Ok pig by Ik g o (g ity ) 28)

AR (Rt gy )
P = 29
e Py b I gty (Rt g b iy Db pig iy (g 4y ( )

HaiimeMm wMakcumanpbHOE OMYCTHMOE 3HAYCHHE KPHUMNTOTPaPUIecKou
CTOMKOCTH OT KuOepaTak, Mpu KOTOPOM O0OECTeurBaeTcsl HaJeKHOEe OE30TKa3HOe

COCTOAHHUEC OCHOBHOI'O 1 OAHOI'O 3aI1aCHOI'O KaHAJIOB:

P = 0,05 (30)

AR (gt )
= = 0,05 31
A2 (kg o+ prg JvRpry (et by Mbpig piy (pio ) ( )

Tak kak 3HaMeHaTenb 0OoJIbIe HYJIS, TOJIyYaeM:
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GJQEF'-'E + {:Drg.#l_ ﬂrﬂ&#ﬁ}?’? - D!GEE“I:‘ + #1}#1 ?"'_
—0,05 gty (pig + piy ) = 0 (32)
Tak, mpu U3BECTHBIX fig K f; MBI MOXXEM HAWTH 3HAYCHHUE YPOBHS 3alUTHI,

IpU KOTOpPOM JBa KaHajia He MOryT obecneuutb O6e3oTkazHyro pabory COKU u
HE00XO0AMMO MOAKII0YATh BTOPOH 3allaCHOM KaHall 3aluThl HHPopMauuu As,

BriBenena popmysa HaxoXKIeHUsS] KPUTUUECKUX 3HAUYEHUIN YPOBHS 3alllUTHI,
IPU KOTOPBIX HEOOXOAMMO MOAKIIOYATh 3allaCHbIE KaHaJIbl 3alUThl HH(OpMALINH,
YTO NO3BOJIAECT NPABUIBHO pEarupoBaTh IPU BO3HUKHOBEHMHM YTPO3bl OTKa3a
IIOZICUCTEMBI 3aIUTBHI.

B panpHeimeM pasBuUTHME OTOrO HANPABJICHMS IUIAHUPYETCA HAUTHU
BEPOSITHOCTh OTKa3a BCEH KOMIUIEKCHOW CHUCTEMBI 3aIlUThl KOH(DHUACHIIMATBLHON
uHpopManuu 1pu oO0pabOTKE BCEX 3alacHbIX KaHAJIOB, ONHUCAaTb CHUCTEMY
NOJIZICPKKY TPUHATHUS PEIIeHU MPpHU BbIOOpE KaHama ajs 00paboTKU odYepesHOn

KrOepaTaku.
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