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Human handwritten signature recognition using neural networks
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Abstract: In this paper, we present the implementation of a neural network approach to solving
the problem of handwritten signature recognition. We analyzed the main approaches to
handwritten signature recognition. We identified the features of using a handwritten signature as
an identification method, including the variability of a handwritten signature and the possibility
of forgery. We identified the relevance of using neural networks to solve the signature
recognition problem. We developed a neural network model for recognizing handwritten
signatures, presented its architecture containing convolutional and fully connected layers, and
trained the neural network model based on handwritten signatures "Handwritten Signatures™
containing 2263 signature samples. The accuracy of the developed model was 92% on the test
sample. We developed a web application "Recognition of a static handwritten signature” based
on the developed neural network model on the Amvera cloud hosting. The web application
allows identifying users based on a handwritten signature sample.

Keywords: handwritten signature, neural networks, signature recognition, image processing,
machine learning, web application, cloud hosting, identification, verification, artificial
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Introduction

A handwritten signature is one of the earliest and most widely used methods
of identification. The unique features of a signature make it an effective tool for
confirming identity.

Handwritten signature recognition is a pressing issue that is widely used in
various fields, such as banking, public and municipal services. Due to growing
digitalization, automation of the signature recognition process is becoming
increasingly popular.

Existing methods for recognizing handwritten signatures can be divided into
two main categories: structural and statistical. Structural methods are based on the
analysis of geometric characteristics of a handwritten signature, such as the shape
of the signature, the ratio of its sides, and the determination of the angles of the
strokes. Statistical methods are based on the analysis of global characteristics of
the signature, such as the distribution of pixel density, moments of inertia, and

discrete Fourier transform.
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Existing approaches to recognizing handwritten signatures face a number of
difficulties such as signature variability and the possibility of forgery, which
complicates the task of effective recognition.

Recently, neural networks [1-3] have been actively used in various
recognition tasks, including handwritten text analysis. The ability of neural
networks to learn on large amounts of data, extract complex dependencies and
patterns makes them a promising tool for solving the problem of recognizing
handwritten signatures. In this article, we consider the possibilities of using neural
networks to recognize handwritten signatures, present the architecture of the
developed neural network model for recognizing handwritten signatures, the
results of its training, as well as the main stages of publication in the form of a web

application.

The concept of a handwritten signature

There are two main types of handwritten signatures: static and dynamic.

A dynamic handwritten signature is a set of parameters, including pen
position coordinates, pressure, tilt angle, and azimuth. All these parameters are
recorded using special devices, such as graphic tablets and digitizers. Dynamic
signature is actively used in systems that require increased security, such as
banking transactions and access to confidential information [4, 5].

A static handwritten signature is a unique graphic image that results from
writing it on paper or any other surface [6]. Such a signature serves as a means of
authentication and verification of an individual, creating a unique image that
contains the characteristic features of a person's handwriting. The uniqueness of a
static handwritten signature is expressed in the diversity of its distinctive features,
which includes the angles of writing, length, direction of lines, and various features
of writing. All these features make the signature unique, which is why it is often

used in personal identification systems.
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Development and training of a neural network model
To train a neural network model, you must first select a repository with
examples of user signatures. In this study, we used the signature database
“Handwritten Signatures”. This database contains examples of signatures from
27 users, with the number of examples for each user varying from 78 to 90

signatures.

£ 3

Fig. 1. — Examples of user signatures
To conduct the study, we performed pre-processing of the signature images
[7].
We split the signature database into a training and testing sample:
The training sample contains 2036 signature samples, which is 90% of the
entire database.

The test sample includes 227 samples, which is 10% of the base.

Neural network model for handwritten signature recognition
To recognize signatures, we developed a neural network model architecture
[8] that includes convolutional and fully connected layers. Convolutional layers [9]
allow the neural network to learn local features in the signature image. We then
performed discretization to reduce dimensionality and prevent overfitting of the

model. Next, we placed a classification block that identifies user classes.
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input: | [(None, 64, 64, 3)]

InputLayer
output: | [(None, 64, 64, 3)]

input: | (None, 64, 64, 3)
output: | (None, 62, 62, 8)

Conv2D

input: | (None, 62, 62, 8)
output: | (None, 62, 62, 8)

BatchNormalization

input: | (None, 62, 62, 8)
output: | (None, 60, 60, 8)

Conv2ZD

input: | (None, 60, 60, 8)
output: | (None, 30, 30, 8)

MaxPooling2D

input: | (None, 30, 30, 8)
output: | (None, 30, 30, 8)

BatchNormalization

input: | (None, 30, 30, 8)
output: | (None, 30, 30, 8)

Dropout

input: | (None, 30, 30, 8)
output: (None, 7200)

Flatten

input: | (None, 7200)

Dropout
output: | (None, 7200)

input: | (None, 7200)
output: | (None, 27)

Dense

Fig. 2. — Architecture of the neural network model for handwritten signature
recognition

The accuracy of the developed neural network model for recognizing

handwritten signatures was 92%, which indicates the high efficiency of the

developed model.
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Fig. 3. — Model accuracy on training and testing samples

Developing a web application for handwritten signature recognition

To ensure the availability of the signature recognition application, we used
cloud hosting. Its use provides such advantages as scalability, reliability and the
ability to access the system from anywhere in the world.

We chose the Amvera service, which provides the necessary tools for
deploying web applications [10].

We have prepared the necessary files, including the neural network prediction
file, the application file, and defined settings for the server where the web
application will be hosted, defined the libraries required for operation, and
specified the project configuration settings on the Amvera service.

After downloading the created files, we built the project on the Amvera
service.

An example of the application's operation is shown in Figure 4.
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Recognition of a static handwritten
signature

Load an image

Fig. 4. — Web application “Recognition of a static handwritten signature”
Conclusion

Thus, in this work we obtained the following results:

1) developed and trained a neural network model for recognizing handwritten
signatures using the Handwritten database Signatures. The accuracy of the
developed model was 92%;

2) published a web application «Recognition of a static handwritten signaturey,

which allows you to perform recognition of handwritten signatures.
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